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Welcome to ImageQuest!

The ImageQuest product line is a complete enterprise content management system consisting of
document/file management, forms processing and workflow components. ImageQuest is designed to
facilitate access to and the distribution of document-oriented information within your organization. By
putting documents at your fingertips and leveraging the related data, ImageQuest will improve
efficiency while helping you deliver better service.

Informa Software has a strong commitment to customer service and product quality. If you have
guestions, please contact an Informa Client Services Representative immediately. Thanks for using
ImageQuest and please share your ideas on how we can make ImageQuest better for everyone.

Please contact us below for technical support and/or troubleshooting:

ImageQuest Support

(877) 475-7778
support@informasoftware.com
https://www.informasoftware.com/support

Online Help Documentation
At any time, online help may be accessed in the program by selecting “Help” in the I1Q File menu.

A

,_:2' Cabinet: | ImageQuest W

File

=1 ManageWarehouse

Aa»  access settings and configuration
‘.
_for the Warehouse,

Help
ImageQuest Documentation

About
About ImageQuest

Exit
Close the IQadministrator
application.

B9
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Manage Warehouse

To access IQadministrator after the server installation, go to Start > All Programs > Informa Software >
ImageQuest > IQadministrator and enter the Administrator password. If this is the first time running
IQadministrator, you will be prompted to create the password. Click “Login” as illustrated below.

¥ ImageQuest - Login

Usemame Administratar

Password |

Note: After logging in with the Administrator user the first time, you may assign the System Admin
permission to additional users to be able to login as another named user. IQadministrator also
supports SSO if the user is configured appropriately.

The main IQadministrator screen will open as shown below. Go to the “File” tab and click “Manage
Warehouse”.

(2 Cabinet:| ImageQuest W [Qaderiristr ator

% Destroy Deleted Documents
Ay OCR Settngs

Q, Attribute Lockup Configuration
@ Notificabon Rules

e Workflow Settings

., Workfiow Definitions

: Manage Fie Storage

g Configure 1Qfolder

& Configure 1Qmfp (OXPd)

The following features may be accessed from the “Manage Warehouse” window: Manage Users,
ADSync Configuration, Docusign Configuration, LogiForms Configuration, Manage Licenses, Server
Settings, and the Cabinet List as displayed below.



ImageQuest Administrator’s Guide 15.8

E‘Q Manage Warehouse

S Manage Users

a.
o]

ADSync Configuration

Logiforms Configuration

&

E DocuSign Configuration
@ Manage Licenses

ﬁ'EI Server Settings
Cabinet List

Manage Users

Anyone who will need to access ImageQuest will need to be added as a user in the IQadministrator.

Users can be managed at the Warehouse and the Cabinet levels. The Warehouse manages all users of
the system, and their Cabinet memberships. New users can be created at the Warehouse level, and
then added to a Cabinet; or a user can be created at the Cabinet level and will automatically be added to
the Warehouse. See below.

Add New Users to Warehouse
Delete Users from Warehouse
Manage Cabinet membership (add/
remove cabinet assignment)
Manage User Passwords

WAREHOUSE |Manage Authentication

Cabinet

Add New Users to Cabinet and Warehouse
Remove User from Cabinet

Manage Cabinet User Permission

Manage Cabinet Roles

Manage Cabinet User Document Permissions
Manage Cabinet Role Membership

If a user is removed from a Cabinet, that user is still a member of the Warehouse. If a user is deleted
from the Warehouse, that user is permanently deleted and removed from all Cabinets.
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Manage Users allows the Administrator to change user passwords, login options and Cabinet access.
The screenshot below shows an example of the Warehouse user list.

L% Cabinet: w IQadministrator - 0O %

& g
A Manage Users
EXy Manage Warehouse g s
2.’) " U Warehouse Users
anage Users
ceg"'a ADSync Configuration Enter text to search Find
E DocuSign Configuration
Username First Mame | LastMame | Allow 550 System Admin | User Admin Cabinets
o Logiforms Configuration Afc <Search: Afc <Sear... Afc <Sea.. L] L] L] Afc <Search:
Manage Licenses Administrator U 0 ImageQuest
EI'Z Server Settings dogden David Ogden v ImageQuest
Cabinet List tones Tom Jones v ImageQuest

Showing 3 of 3

Add

Properties

User: Administrator  Server: nodea

Note: The Administrator User is created by default with full cabinet access.

Adding New Users

To add a new user to the Warehouse, select Manage Users in the “Manage Warehouse” window and
click the Add button at the bottom of the screen.

Enter the user information into the fields. If you wish to have the user authenticate with his or her
Active Directory credentials, click the checkbox to “Allow this user to authenticate with their Active
Directory credentials” and specify their domain name in the Domain Name field. See the Single Sign-On
(SSO) Overview (the next topic) for more information. If the user should receive work queue
notifications, enter an email address, and check the box to “Send email notifications to this user”. You
may also check the User Admin and System Admin boxes to allow this user to login to the
IQAdministrator application. Click Done at the bottom right to finish adding the new user.
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{7 Cabinet: v IQadministrator - 0 X

E\“} Manage Warehouse ~ Manage Users .U;-a
_;.3, Manage Users Username jsmith

r_f% ADSync Configuration First name John

E DocuSign Configuration Last name Smith

& Logiforms Configuration Password

Manage Licenses
@ . Confirm Password
E'Z Server Settings

| Allow this user to authenticate with their Active Directory credentials,
Cabinet List

Domain Name USACompany

Email Address jsmith@usacompany.com

/| Send email notifications to this user:

System Admin

User Admin

Cabinet Access

v ImageQuest

Daone Cancel

User: Administrator  Server: nodea

See below for information about user options.

New User Information Definition

Username The name of a user assigned in the cabinet (i.e.
“jsmith,” “dogden”)

First Name The first name of the user
Last Name The last name of the user
Password Manually assigned password stored in the IQ

database. This is not required if using SSO.

Confirm Password Verify the created password.

Allow the user to authenticate with their Activates Single Sign-On (SSO) for a user which
Active Directory credentials does NOT require a password.

Domain Name Enter the network’s NETBIOS domain name.

10
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Email Address Enter the user’s email address.
Send email notifications to this user Enables work queue notifications for this user.
System Admin Allows users to use the IQadministrator application

to manage system settings but not user settings

User Admin Allows users to use the IQadministrator application
to manage user settings in the warehouse and
cabinets but not system settings.

Note: Email notifications require further mail configuration. See the SMTP Server topic for more
information.

Single Sign-On (SSO) Overview

ImageQuest gives the Administrator the option of allowing users to authenticate with their Active
Directory credentials using Single Sign-On (SSO).

When a user logs into their workstation using their domain account, and they have appropriate
permissions, they can access the ImageQuest client programs without providing a password.

If SSO is not selected for a user, the user will need to provide a username and a password (optional) as
determined by the Administrator to login to each ImageQuest application; this allows a user to login as a
user that is different than the user account used to login to the client workstation and it also
accommodates networks without a domain controller.

Note: If the user will authenticate with their Active Directory credentials, the Username must match
the user’s Active Directory login name. SSO is selected by default. Uncheck the checkbox for Active
Directory credentials to deactivate SSO for a user and specify a password for the user instead; blank
passwords are also allowed for non-SSO users.

The new user is now listed under Warehouse Users along with the new user’s SSO status, System and
User Admin status and the Cabinet assignment as displayed below. Once a user is created, you may
manage user information by highlighting a Username and clicking Properties.

11
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{(Z Cabinet: I:IE IQadministrator - 0 X
E‘Ry Manage Warehouse A Manage Users &..1
Sm U Warehouse Users

anage Users
&% ADSync Configuration |EntE| text to search... H Find |
E DocuSign Configuration
. Username First Name | Last Name | Allow 550 ‘ System Admin | User Admin | Cabinets

& Logiforms Configuration W0c <Search> Wfc <Sear...| flc <Sea.. [m] Aflc <Search>
|E| Manage Licenses Administrator [] ImageQuest
Server Settings dogden David Ogden [ [ ImageQuest
Cabinet List jemith John Smith O O ImageQuest

tjones Tom Jones I:‘ I:‘ ImageQuest

Showing 4of 4
Add | | Delete | | Properties

User: Administrator Server: nodea

Deleting a User

To delete a user from the Warehouse and from all Cabinets, highlight the username and click Delete.
Deleting a user from the Warehouse cannot be undone; this function will permanently delete the user
and remove the user from all Cabinet assignments, role membership, permissions and the Watch List
entries. You will be prompted with the message as illustrated below to confirm the user you intend to
delete.

4 This action will permanently delete the user, They will lose all cabinet

L&_ assignments, rele membership, permissions, and Watch List entries.
Recreating a new user with the sarme name will not bring back those
settings. This action cannot be undone,

Are you sure you wish to permanently delete jsmith?

12
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Note: A user can be added or removed from a cabinet, but still appear as a user in the warehouse. If
the user is removed from a cabinet, he or she will no longer have access rights to the cabinet and will
not appear as a cabinet user. The user will still take up a user license and must be deleted from the
warehouse in order to free up the license.

Note: A user cannot be deleted if the user has pending assignments in one or more cabinets. All
assignments will need to be reassigned to another cabinet user or role before the user can be deleted.
This is done from the manage users screen at the cabinet level.

For information or searching and filtering the user grid, see the searching users or roles section under

the cabinet management section.

13
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ADSync Configuration

Administrators can use the ADSync Configuration to automatically synchronize Active Directory domain
groups and OUs to roles within ImageQuest. It can also be used to create system and user admins as
well. The configuration is found in the Manage Warehouse section of the IQAdministrator application.

{5 cabinet: v IQadministrator - B %
[=] Al nc Configuration O?*\
& Manage Warehouse A DSy! 9 Cicm
23. Manage Users ADSync can synchronize your Active Directory users in Organizational Units ("OUs") or Groups to

pre-defined ImageQuest roles.

I CE% ADSync Configuration

Cabiniet Links Warehouse Links | Service Configuration
E DocuSign Configuration

& Logiforms Configuration Add Link... Import Config

Manage Licenses AD Entity Cabinet 1Q Role Notifications Remove from IQ Role
Server Settings

Cabinet List

NOTE: The user that is logged into IQAdministrator MUST have the permissions to read the Active
Directory Schema.

To create user mapping links, select Add Link from the Cabinet Links tab to bring up the Link Editor.

Active Directory Objects 1Q

®) Group (53) Cabinet |ImageQuest

Group Policy Creator Owners ~

Guests

Hyper-V Administrators

IIS_IUSRS

ImageQuest 0
Incoming Forest Trust Builders O
IQ user

Key Admins

Metwork Configuration Operators
Performance Log Users

PSR 7 TRV T

Indexers

Organization Unit (2)

Enable email notifications if addresses are available (Only affects new IQ Users)

Remave users from IQ role if they no longer exist in the linked AD object Cancel

14
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The Link Editor shows the Active Directory Objects and the IQ roles from both systems. Select an Active
Directory Group or Organization Unit to link to a role within ImageQuest. In the example on the
previous page the “ImageQuest” Active Directory Group is selected in the Active Directory Objects. The
IQ role “Indexers” will be linked to the “ImageQuest” Active Directory Group. Click the Link button to
create the link.

(NOTE: One to many links can be created from a single AD Group to multiple 1Q roles)

If “Enable email notifications if addresses are available” is checked, this will populate the user’s email
address from Active Directory with the email address ImageQuest uses for notifications and configure
the users to use SSO.

Selecting “Remove users from IQ role if they no longer exist in the linked AD object” will remove users
from the linked role in ImageQuest if they are removed from the group within Active Directory. It does
not delete the user from ImageQuest.

(NOTE: If you sync an ImageQuest role to an Active Directory group, you will not be able to add non
ADSync users to that role when using the “Remove users from 1Q role if they no longer exist in the
linked AD object” option. They will be removed on the next sync.)

If you have previously used the separate ADSync utility from an older version of 1Q, your configuration
can be imported using the “Import Config” button. After clicking “Import Config”, browse to the
links.xml file in the old ADSync program folder and click the “Open” button. All of the previous links will
be imported into IQadministrator.

The Warehouse Links tab is similar to the Cabinet List tab however it only assigns the System Admin and
User Admin permissions to users. It also does not include the option to enable email notifications.

Warehouse Link Editor E3

Active Directory Objects Warehouse Permission

#®) Group (59) System Administrator

Access Control Assistance Operators ~ User Administrator

Account Operators
Accounting
¢ Administrators

Admins 0
Allowed RODC Password Replication Group 0
Approvers

Backup Operators

Cert Publishers

Certificate Service DCOM Access

PR R T TS,

Organization Unit (8)

Remove users from the Warehouse Permission if they no longer exist in the linked AD object Cancel

15
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The Service Configuration tab allows you to specify in hour(s) the amount of time between
synchronizations. This time frame can be set to a decimal to sync faster than 1 hour if desired.

(For example: 0.25 hours equals every 15 minutes)

4=

(52 Cabinet:

@ Manage Warehouse -

3?. Manage Users

L% ADSync Configuration
E DocuSign Configuration
& Logiforms Configuration
El Manage Licenses

ﬁ‘ZI Server Settings
Cabinet List

v IQadministrator O x

ADSync Configuration Q‘_}b

ADSync can synchronize your Active Directory users in Organizational Units ("OUs") or Groups to
pre-defined ImageQuest roles.

Cabinet Links Warehouse Links Service Configuration

Synchronize every D.ZSI: hour(s)

Changes to the synchronization interval will take effect after the current interval has elapsed.

Update Interval

Once the Sync Interval has been set, use the Update Interval button to save the interval time.

The inline Edit and Delete icons may be used to edit the selected configuration or delete the selected

row.

% Cabinet:

@ Manage Warehouse A

S3 Manage Users

c% ADSync Configuration

E DocuSign Configuration

&~ Logiforms Configuration
Manage Licenses

E'Z Server Settings

Cabinet List

IQadministrator - 0O X
ADSync Configuration C%

ADSync can synchronize your Active Directory users in Organizational Units ("OUs") or Groups to
pre-defined ImageQuest roles,

Cabinet Links Warehouse Links Service Configuration

Import Config

AD Entity Cabinet 1) Role Motifications Remove from I Role

ImageQuest (Group) ImageQuest Indexers s b 4

o

16
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ImageQuest integrates with DocuSign, a world leader in electronic signature capture. With DocuSign

integration enabled, users can send documents to be signed by anybody with an email address and

signed copies will be retrieved and saved in IQ. There are two methods for creating documents for

signature:

1. DocuSign-Originated Documents — Any envelopes (documents) created in DocuSign with
appropriate metadata (such as Cabinet and Document Type) are automatically saved to 1Q as

new documents.

2. ImageQuest-Originated Documents — Existing documents in IQ can be sent for signature via
DocuSign and the signed copies will be saved in IQ as revisions to the originals.

To use ImageQuest’s DocuSign integration, you must have an appropriate DocuSign account (contact

Informa Sales for more details) and link your account to ImageQuest. Our integration also works with

demo accounts, so you can try the feature before you purchase a paid DocuSign plan.

To link your DocuSign account to ImageQuest, click on DocuSign Configuration under Manage
Warehouse. Click the “Enable DocuSign” checkbox and then click the “Add Authentication Information”

button to configure the account.

(@ Ccabinet:|

@ Manage Warehouse ~

G4 Manage Users

n

2. ADSync Configuration
E DocuSign Configuration
o Logiforms Configuration
E Manage Licenses
Server Settings
Cabinet List

User: Administrator  Server: win2019gjb

ImageQuest integrates with DocuSign, a warld leader in electronic signature capture, With
DocusSign integration enabled, users can send documents to be signed by anybody with an
email address and signed copies will be retrieved and saved in 1Q. A DocuSign account is
required. Please see the Help documentation for mare information.

Enable DocuSign

DocuSign Api Limit Information

DocuSign Configuration E

Stop making api calls when | 109 | & | of the limit remains.

Save

Save changes and force ImageQuest to poll DocuSign within the next 30
seconds for any new documents, This feature is meant to be used for

testing and demo purposes only.
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Environment Bema! () Production
Api Integration User Consent

User ID

To obtain a private key, please contact Informa Software
support at (877) 475-7778

Private Key

Authentication Information E3
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Specify if you want to use a DocuSign Demo or Production account by
choosing the appropriate radio button. DocuSign demo accounts will
place a watermark on the document after it is signed, and envelopes

will be deleted from DocuSign after 30 days.

You must grant user consent to the APl integration by clicking the
hyperlink. This needs to be done once for both demo and production
scenairos. The link will take you to a Docusign page where you need to
login as the user that will be used to send emails on behalf of
ImageQuest.

After consent has been granted, login to DocuSign and copy the User
ID GUID from the user profile page in DocuSign; Paste it in the User ID
field.

DocuSign eSignature Home Manage Templates Reports Settings

SWITCH TO...

Overview

ACCOUNT

Plan and Billing
Account Profile
Security Settings
Regional Settings
Brands

Updates

Value Galculator

USERS AND GROUPS
Users
Permission Profiles

Groups

SIGNING AND SENDING
Signing Settings

Sending Settings

Email Preferences
Gustody Transfer
Document Retention
Legal Disclosure
Reminders and Expiration

Gomments

Users »

User Profile

CANCEL

Email User ID

Status / Address 1
atve \ |

Full Name Address 2

Job Title city

Gompany Gountry/Region

‘ ‘ Select Gountry/Region v‘

Language State/Province

‘ English v‘ ‘ ‘

Permissien Profile Postal Gode

DS Agmin ‘ ‘

Note: There are no groups available to assign. Phone

You must also contact Informa Software support in order to obtain a unique Private Key for your

organization. After you receive it, paste it into the Private Key field. The private key should include the
lines that read BEGIN RSA PRIVATE KEY and END RSA PRIVATE KEY with no spaces before or after the
text. Click the OK button to save the settings. If your user account is a member of multiple DocuSign

accounts, a box will appear asking you to choose the correct account.

Click the save button at the bottom of the DocuSign Configuration screen when finished.
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Service Information

By default, ImageQuest checks every 4 hours for signed documents which must be retrieved and stored
in ImageQuest. This interval may be changed, and the lowest recommended interval is one hour. While
decimal values are supported, frequent polling can result in a DocuSign account suspension. Polling also
occurs immediately whenever the 1Q Application Host service is restarted. For testing, click “Poll Now”
to save the configuration and force ImageQuest to poll DocuSign within the next 30 seconds for newly
signed envelopes.

Signed documents are retrieved when DocuSign considers them to be in a “completed” state; i.e., all
recipients have completed signing. Envelope creation and signing events are recorded in the IQ
document history. If the document was originated in 1Q, an email goes to the IQ user who sent the
document for signature (if they are configured to receive email notifications), informing them that the
document was signed and retrieved.

Some documents may be sent out but never get signed. The DocuSign account can be configured to
expire documents after x day(s). ImageQuest will honor this expiration configuration and will not save
expired DocuSign documents. In addition, recipients may decline to sign. In these cases, if the document
originated in IQ, the document history will be updated accordingly and the IQ user who sent the
document will be notified (if they are configured to receive email notifications). If the document
originated in DocuSign, the document will simply never be saved to Q.

Return URL

When a user sends a document through DocuSign from IQdesktop, they are taken to the DocuSign
Sender Console. The Return URL shown on the configuration screen determines what web page the user
lands on after sending the document through the Sender Console. You may use either the default URL or
provide a custom URL.

Docusign Api Limit Information

Docusign limits the amount of API calls that can be made per hour and these limits are different for
every customer. This setting will halt the Docusign service when the percentage set has been reached. It
will resume again at the top of the hour when the call count is reset.

Configuration for DocuSign-Originated Documents

Completed DocuSign envelopes, including those from templates and PowerForms, can be imported
automatically into ImageQuest as new documents. When new documents are imported, ImageQuest
attribute values can also be populated from document labels and recipient tabs on the completed
envelopes.

Note: DocuSign-specific instructions may change as the DocuSign Ul and feature set evolves. If you need
further assistance, please consult the DocuSign support documentation.
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To import completed envelopes into ImageQuest, a document label for the cabinet information named
“Cabinet” and a document label or tab for the document type named “DocumentType” must be created.
The value for the “Cabinet” document label must be an exact case-sensitive match to the name of an 1Q
cabinet. The “DocumentType” label or tab must also have a value that matches an 1Q document type.
Envelopes will not be imported into 1Q if these conditions are not met.

To create a document label, click on “Go to Admin” from the menu in the top-right in DocuSign. The user
must have admin rights in order to choose this option. From here, click on Document Labels in the list on
the left and then click “Add Label”. The “Add Label” recommended configuration for a “Cabinet” is
shown below. More information about document labels can be found at
https://support.docusign.com/guides/ndse-admin-guide-document-labels.

It is strongly recommended that Document Labels for “Cabinet” and “DocumentType” be created as list-
based labels in order to make document sending quicker and less prone to end-user typos.

Add a New Document Label

Label Name

Cabinet
+| Show Label to Document Creators
+| Make Label Required for Documents

Label Type

List v

List of Values; Separated by Semi-Golon

ImageGuest|

To retrieve attribute values from an envelope, the envelope must contain document labels or tabs with
label names that correspond to IQ Attribute names. To adjust the label name of a tab, drag any tab
(field) onto a document before sending it. Next, find and adjust the value of the “Data Label” for this
tab. The “Data Label” should be located on the right-hand side of the screen. Its value needs to exactly
match the name of an IQ Attribute in order for its value to be recorded in 1Q. See the example below for
the 1Q Attribute named TextAttribute. More information about tabs can be found at
https://support.docusign.com/guides/ndse-user-guide-field-types.

Templates
Using templates is highly recommended so that tab Data Labels can be configured once then used for
many DocuSign envelopes. Default Document Label values can also be defined for templates.
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PowerForms
PowerForms are created based on templates and behave accordingly to the templates’ configurations.

One key difference is that the Document Label values cannot be edited from the template defaults if a

PowerFom is being used.

Other Notes

Technically, the DocumentType Document Label does not have to be a Document Label. If the
label does not exist on a template, ImageQuest will look for an envelope recipient tab data label
with a value of “DocumentType” and attempt to use the value as ImageQuest’s document type.
If a Document Label and recipient tab data label share the same name of an 1Q attribute, the
DocuSign label value will be prioritized when populating the attribute.

If a recipient tab data label shares the same name as a tab data label for another recipient on an
envelope, ImageQuest will retrieve the value from the first recipient on the envelopes.

It is recommended to add validation to DocuSign tabs (such as numeric, SSN masking, etc.) to
ensure that the value captured in DocuSign is compatible with the type of data enforced in
ImageQuest.

For radio buttons, the “Group Label” must match the ImageQuest attribute name and the
selected “Radio Button Value” will be saved into 1Q as the attribute value.
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Standard Fields

}
A

©
o3

OB EN D

(O NG|

S

i

Signature
Initial

Date Signed

Name
Email
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Title

Text
Checkbox
Dropdown

Radio
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Attachment
Note
Approve
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HELP OTHER ACTIONS ¥
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|«
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Full rame
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s
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)

SAVE AND CLOSE >

T Text

+'| Required Field

Read Only

Add Text -~

Character Limit

Formatting v

Data Label

TextAttribute

Tooltip v
Validation v
AutoPlace v
Collaboration v
Gonditional Logic v
Sender Permissions v

Save As Custom Field

Delete

SHORTCUTS
FEEDBACK

Please contact Informa Sales with any further questions about DocuSign configurations.

Logiforms Configuration

ImageQuest integrates with Logiforms, a leader in online form design and data collection. With

Logiforms integration, online forms created and distributed through Logiforms will, upon completion, be

retrieved and saved in ImageQuest. Data from these online forms can be mapped to ImageQuest

attributes, allowing for easy data querying and management.

To use ImageQuest’s Logiforms integration, you must have an appropriate Logiforms account linked to

ImageQuest. A trial of a paid Logiforms account may also be used. (Contact Informa Sales for more

details.)

Note: In this section, “form” refers to a Logiforms form.
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Creating a Logiforms Form for Integration
Note: Logiforms-specific instructions may change as the Logiforms Ul and feature set evolves. If you need
further assistance, please consult the Logiforms User Manual.

This section will review the requirements in Logiforms for integration with ImageQuest. In general, a
form can be exported to ImageQuest if

e The form has both “Cabinet” and “DocumentType” field names that map to a Cabinet and
Document Type in ImageQuest, respectively, and

e The form is configured to generate a PDF attachment, and

e The form field names map to ImageQuest attribute names.

The following instructions use a Purchase Requisition Form as an example.
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Configuring Cabinet and Document Type for a Form

For a form to export to ImageQuest, it must have “Cabinet” and “DocumentType” fields. In the example
below, the form has a hidden text field with a Field Name of “Cabinet” and a default value of
“ImageQuest.” This allows the form to map to an ImageQuest document type in the “ImageQuest”
cabinet. Similarly, the form has a hidden text field with a Field Name of “DocumentType” and a default
value of “Purchase Requisition.” Therefore, retrieved form submissions will map to a “Purchase
Requisition” document type in the “ImageQuest” cabinet.

Note: It is recommended that “Cabinet” and “DocumentType” fields be hidden for most use cases, as
form submitters should not often have to provide information about how the form maps to ImageQuest.

Form Designer: Purchase Requisition -[ax
“TANew “HOpen JjSave = | LI PreviewlLaunch » Dalsbase Seftings~ [.]PostProcessing~ Infegration | (J) Insert Element » | Form View Primary~> | ) Undo [ Theme & Style
«/| || =2 Purchase Requisition
| Form Outline )= -
== Purchase Requisi it
= :“'; fE‘“‘"s = Purchase Requisition Form
abinei . e .
Please complete the following form to initiate processing of your request.
DocumentType
[=1_|Requisitioner
=43 Requisitioner Information
[JRequisitioner Name
Requisitioner Departmant
E’ Date of Requisition
[IRequisitioner Phone Requisitioner Information
[ Requisitioner Ship To
=[] Supplisr Name
@[] Order Details
@[] Additional Info
[ Buitons Department v
L] PDFAttachment
Date of Requisition v v v
[} Field Properties =
Field General Setting =
) Phone
Property Value
Field Name - Ship To
Tabindex
Caption 12 Cabinet
Defaultvalue ImageQuest
Dependency J
Binding J
Binding Options Supplier Information
Hidden frue
Disabled false Supplier Name
Encrypted false
Responsive Settings Address
Actions -
Field Validation Setting +
Field Style OverRide Setting +
Field Layout & Alignment Properties + Phane -
(@ Need Help?

Configuring Form Fields to Map to ImageQuest Attributes

Individual fields on a form are mapped to ImageQuest attributes by convention: the field name must
match the ImageQuest attribute name. If a field name does not map to an ImageQuest attribute, it will
be ignored by ImageQuest. This section will review some basic mappings.
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Text Field Mapping to a Text Attribute
In the example below, a text field is mapped to the “Requisitioner Name” text attribute on the Purchase

Requisition document type in ImageQuest. This is done by setting the Field Name. Note that the Caption

is for display purposes only and is not used in mapping.

=[] Requisitioner
[Ef= ione

;—7" Date of Requisifion
I Requisitioner Phone
[ Requisitioner Ship To
.:I Supplier
[ Order Details
[] Additional Info
) Buttons
_A| PDFAtachment

Field General Setfing

;:é}‘F'l!ldenerﬁes =

Property Value
Field Name
Tabindex
Capfion Mame
Nefaultvalue

Requisitioner Information

Name | Tohn Smith

Requisitioner Name |7 | &

Date of Requisition
Phone

Ship To

Dropdown Mapping to a List Attribute

In the example below, a dropdown field is mapped to the “Requisitioner Department” list attribute on

the Purchase Requisition document type in ImageQuest. The options in the dropdown are set using the

Field Values feature, where each Field Value is given a Data Value that maps to an item in the

ImageQuest list attribute.

= .'_—I Requisitioner
2=7 Requisitioner Information
IR gr Mame
B Date of Requisifion
[CIRequisitioner Phone
[CERequisitioner Ship To
[ ] Supplier
[ order Details
[ Additional Info
3 Buttons
| PDFAttachment

;:%}‘Fieklproperﬁes

Field General Setting

Property Value
Field Name Requisitioner Department  *
Field Values
Caption Cepartment
Tabindex
Defaultvalue
Dependency
Hidden false
Dizabled false
Resoonsive Settinas [l

Requisitioner Information

Name John Smith
Department v
"] Field Options
@ Add New Option Row
Data Value Display Value Bind Value
X
Sales Sales ®
R&D Research and Development ®
c t: i c i ®
@ Need Help? | @ Save ‘ | @ Cancel
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Mapping to True/False Attributes in ImageQuest

For technical reasons, checkboxes in Logiforms currently cannot map to True/False attributes in
ImageQuest. Therefore, we recommend using dropdowns to collect True/False data by supplying a
dropdown that has Data Value options of “True”, “False”, or [blank]. In the example below, the
dropdown is mapped to the “Expedited” True/False attribute on the Purchase Requisition document
type in ImageQuest. The Data Value options are “True” and “False” with display values of “Yes” and
“No”, respectively. The same procedure can be followed to configure mapping to True/False attributes
for a Radio Button Group on a form.

= ltem # Quantity Unit Frice Description
(={__| Order Details

=i Order Details
© ] Order Details Table
[ Shipping

] Requisition Total
" Expedited

@[] Additional Info

[ Buftons
PDFAttachment
‘! Field Properties = Shipping
Field General Setting -
Total £0.00
Property Value
Field Name Expedited i o .
Expedited Shipping? No v
Field Values
Caption Expedited Shipping? __|Field Options 2%
Tabindex (& Add New Option Row
Defaultvalue False Data Value Display Value Bind Value
Dependency False Mo ®x
Hidden false Tiue es bl
Disabled falze
Responsive Settings J
Encrypted falze
Style Default
Basic Mode true
-
Field Validation Setting +
@ Need Help? & save % Cancel

Field Style OverRide Setting +

Other Mapping Notes
While not covered here in detail, integration supports mapping of all ImageQuest attribute types, such
as Integer, Number, and Date & Time.

Configuring PDF Generation

ImageQuest requires that an underlying PDF document be collected along with any fields mapped to
ImageQuest attributes. This can be advantageous in that there may be form data that is shown on the
PDF but not collected in attributes, or vice versa.

The example below walks through configuring a simple PDF generation template that puts all form fields
and values on a PDF. Logiforms offers many options for formatting and customizing PDFs beyond this
simple approach.
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First, open “PDF Generation Tools,” select the desired form, and click “Create New Template.”

"‘ PDF Population Templates
. Generate PDF Documents from your web form submissions
i’

You have no PDF Population Templates. Click the button below to create one

3rd Party (&) Create New Template
Integration

(@ Need Help?

Click “Next” on the first screen of the “New PDF Template Wizard” and then select “Dynamic PDF
Template.”

Ek New PDF Template Wizard
select the type of PDF Template to Create
@ You can generate a dynamic PDF, impert your existing forms, or use a static PDF
What type of PDF Template do you want to create?

PDF Form

E Import your existing PDF Form (your form must have interactive form fields), and map your web form data to
your PDF to generate a populated POF for each form submission,

Dynamic PDF Document

L'E Use our PDF document designer to design your own PDF using the wildcard values from your form. Upload
vour logo, select the styles and personalize the resulting document.

Static PDF Document

E Upload your PDF document to make it available as an attachment for use with your AutoResponders and
Motifications.

Advanced: Merged PDF Document
‘—E Combine multiple PDF documents dynamically using conditional parsing to create the POF document

Nexd #9 Cancel
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In this example, we set the “Profile Name” of the template to a user-friendly name and leave other
options with their default values. The “Profile Name” does not appear in ImageQuest.

Eﬁ- Dynamic PDF Template Wizard %

} Dynamic PDF Settings
l_l_ﬁ Create a PDF dynamically using the PDF Designer

General Settings

Profile Name: Purchase Requisition Template
The generated PDF filename: @ myfilename.pdf [=]
Execution Rule: =g, Edit Rule

Page Layout

Page Type: letter: 8.5 inches x 11 inches b
Scale / Orientation: @ 100% Portrait s
Page Margins (top,right,bottom left): @ .5 5 .5 .5
Rendering Engine: @ Prince - Recommended ¥
Previous Mext 3 Cancel

On the next screen, a new PDF Form Field is created. This invisible field exists on the form and holds the
generated PDF attachment. There are no requirements regarding what the field name must be.

E% Dynamic PDF Template Wizard 5
Generated PDF Document Settings

l_l_E Configure options for the generated PDF Document

Generate & Save populated PDF for each submission

Update Option: @ false w7

PDF Field: I # Create new PDF Form Field I

Use Existing PDF Field

New PDF Field Name: @ I | PDFAttachment] I I

Previcus Next E3 Cancel
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Skip the screen for PDF encryption (ImageQuest cannot import password-protected PDFs). On the final
screen, click the “Edit Document Body” button, which brings up the PDF Editor. For this example, click
the Wildcards option on the toolbar, select “Insert All WildCards,” and click /nsert. This inserts a table of
form field values into the editor. Click Save in the editor and then Finish in the main wizard. Completed
forms should now generate PDFs that can be exported to ImageQuest.

E.;. Dynamic PDF Template Wizard *

Head,Foot & Body Content
Edit the templates and use wildcards to create the dynamic PDF contents

PDF Content

Document Header: EEdit Header

Document Footer: = Edit Footer

Document Body: % Edit Document Body

=D i di
= Dynamic PDF Editor Ol X

@ Souce [@ B @ Qtbty ELI[B I U |x x|F:®

E = =E| = | O i 3| Format - || Font - || Size -

A- - |*| Insert WildCard %
Main WildCards -
|| PDF Page Break

I ,ﬂ Insert All WildCards I
[+] Insert All WildCards % | [ DateSubmitted
EZd RecordID
Labels/Captions: i L%
s/Capt Form Captions 3 LFuUID
— Include Hidden Fields 1 Cabinet
— [ DocumentType
[ Requisitioner Name
J" Requisiticner Department
EF Date of Requisition
(&) Insert [ Requisitiener Phone
™ B Requisitioner Ship To
1 Supolier Name i
Advanced Start typing to filter by field name Reset
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ImageQuest Configuration for Logiforms

To integrate ImageQuest and Logiforms, you will need your Logiforms API Key Access Token. To find
your token in Logiforms, go to My Account > API Access. (If APl access is not enabled, you can enable it
on this screen.) Next, in IQAdministrator, go to File > Manage Warehouse > Logiforms Configuration.
Paste the API Key into the given field and provide the APl Base URL
(https://forms.logiforms.com/api/1.0/form/ as of writing). You may also configure the interval on which
the ImageQuest service polls Logiforms for completed form submissions. Click the Save button to
validate and save the configuration. For testing, click “Poll Now” to save the configuration and force
ImageQuest to poll Logiforms within the next 30 seconds for newly completed forms.

4=

izs Cabinet: W IQadministratar - 0 %
[=] : 3 -
E—R Manage Warehouse A Logiforms Configuration Py
31 Manage Users ImageQuest integrates with Logiforms, a leader in online form design and data collection.
g With Logiforms integration, online forms created and distributed through Logiforms will, upon
te% ADSync Configuration completion, be retrieved and saved in ImageQuest. A Logiforms account is required; please

see the IQAdministrator User Guide for more information,
E DocuSign Configuration
w*| Enable Logiforms
& Logiforms Configuration
Logiforms Account Information

aercey |

Base URL | https://forms.logiforms. com/apif1.0/form/

Manage Licenses
EI'E! Server Settings
Cabinet List

Service Information

Poll every 4 : hour(s)

Changes to the polling interval will take effect after the currentinterval has elapsed.

Save
Save changes and force ImageQuest to poll Logiforms within the next 30
seconds for any new forms. This feature is meant to be used for testing
and demo purposes only. Poll Mow
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Testing Logiforms Integration

In the Logiforms Dashboard, hover over the desired form and select “Open form in a new window.”
Complete the form and then wait for the duration of the interval configured in IQAdministrator (or use
the “Poll Now” button). The generated PDF should save to ImageQuest along with any mapped attribute
values.

= Purchase Requisition

sy

5| Form Design Tools fr

& Database Tools B

[ Open form in a new window

|_—_| View Details

31



ImageQuest Administrator’s Guide 15.8

Manage Licenses

The ImageQuest Warehouse accommodates multiple license keys. To view and manage license
information in the Warehouse, click Manage Licenses. The “License Status” tab displays information on
your installations. When ImageQuest is first installed, there is a 15-day trial period for all modules. If
you have requested and received an extended trial license key from Informa Software Support, click
“Extend Trial” and enter the extension key. See screenshot below.

G Cabinet: v

E\?‘y Manage Warehouse A Manage Licenses

License Status License Keys

A Manage Users

cg% ADSync Configuration License stab.l_s information for your installation is displayed below. Change to the License Keys tab to Status

manage the license keys for your system,
El pocusian Configuration Trial Expired Extend Trial
& Logiforms Configuration Licensed

Activated Module 4 | Code(s)

E Manage Licenses

API for \NET Applications
FI'Z! Server Settings Attribute Lookup
Cabinet List DocCenter

Document Destruction Rules

Document Indexing

File Storage Encryption

1Q Smart Indexer g, Extend Trial 4
IQfax Connector

IQfolder Connector

IQforms - Barcode Coverpages
IQforms - Checks

IQforms - Form Templates
IQforms - KeywordForm

IQmfp Connector

IQrightfax Connector

IQserver

Motification Rules

OCR and Fulltext Search Service
PDF Annotation

Reporting

Enter your trial extension license key in the box below.

CK Cancel

TeleForm Connector

User Limit 5
Windows Explorer and Microsoft Office Connector

Workflow Engine

Note: The “Extend Trial” feature is only available on the ImageQuest server machine, not on the
ImageQuest client machine.

To request a license key from Informa Software Support, you will need to email the Server ID, any
current license keys and the serial number(s) of any HP MFP devices that will be applied to
support@informasoftware.com. See below. Click on the “License Keys” tab in the Manage Licenses
screen. The Server ID is located in the top, right corner of this screen, and may be copied and pasted
into the email to Informa Software Support.
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Manage Licenses

Ligted below are all the license keys for your system. You may add license keys or remove existing keys from your system using this
form.

License Status License Keys

License Keys

| s |
Server1di |EVKPJYSIYE ”

Once the license key code is received, copy the key code and paste it into the “Enter a new license key”
field as highlighted below and click “Add”.

Click the “+” and “-“ boxes to expand or collapse the list of features in the Warehouse that are licensed.
In the screenshot below, license keys have been entered by both “Informa” and “Demo” users. “Entered
by” reflects which Windows user added the key.

Manage Licenses

License Status License Keys

Listed below are all the license keys for your system. You may add license keys or remaove existing keys from
your system using this form.

License Keys Server Id; |HVEPJYSIYE

License Key Date Entered a |Entered By
EE|IKQ—XLN'NS—SWTTE—DTHHT—XXC'JT—XC'GPB—LN'BSX I 1/21/2015 9:33:10 AM  Informa X

Module 4 |Code

IQserver HVKPIYSIYE

User Limit Unlimited
IK—SX:'}CN—ZXS}{&—I:?SE—ERIXZ—EIEFZ—XHENY 1/21/20159:38:35 AM  Demo X

Enter & new license ke

Add

Note: To delete a license key, click the next to the license key to be deleted.
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Server Settings

SMTP Settings

The SMTP Setting allows the administrator to configure the SMTP Server Settings for ImageQuest email
routing notifications and to send a test email to confirm that the settings are valid.

By default, email notifications will be sent as the IQAutoNotify user with the SMTP address appended to
it (i.e. IQAutoNotify@yourserver.example.com). This can be overridden by checking the “Custom From
Address” checkbox and specifying another email address. This is a requirement for certain mail servers
such as Office 365.

WeblIQ Settings

The WeblQ Setting allows the administrator to configure the web address for links to WeblQ included in
email messages.

L% Cabinet: v
[=1 .
[S& Manage Warehouse A Server Settings
_;.3, Manage Users SMTP Settings
ce% ADSync Configuration Server |yourserver.example.com Port | 587
E DocuSign Configuration Username | user@example.com
& Logiforms Configuration Password | ==esssseres
@ Manage Licenses /| Require 55L/TLS
EI'E! Server Settings {ImageQuest supports STARTTLS, typically using ports 25 or 587,

SMTP over S5L using port 465 is not supported.)
E cabinet List

The following will appear as the From address on all system-generated email
messages, Many email hosts require this to be a valid email address in your
domain. When using Office 365 as the host, the custom from address must be set
to the email address that is assodated with the credentials above.

| Custom From Address

user @example.com

Send a test email to verify your configuration before saving changes.
To Send
WebIQ) Settings

The following will be used as the base URL for WeblQ links induded in notification
email messages.

Custom WebIQ URL

Mote: A custom URL should only be entered if your organization has made
explicit changes to the way WebIQ is hosted. Please test the URL separately
in @ browser to ensure it is working before saving it here.

Storage Provider

v Secure Data in Transit

Save
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Secure Data in Transit

ImageQuest allows enabling/disabling secure data in transit for the storage provider.
The configuration involves modifying the IQ service host config file, which is located in the following
folder on the ImageQuest server - C:\Program Files (x86)\Informa Software\Service.

Informa.lmageQuest.ServiceHost.exe.config
The default security mode is Transport, which tells Imagequest to ecnryp the image traffic between the
clients and the server. Set the security mode to None to disable this feature. See example below:

<netTcpBinding>

<binding name="StorageBinding" receiveTimeout="01:00:00" sendTimeout="01:00:00"
transferMode="Streamed" maxBufferSize="65536" maxReceivedMessageSize="2147483647">

<readerQuotas maxArrayLength="2147483646"/>

<!--Use security mode="None" below to disable transport security mode for the storage
provider.

Secure Data in Transit must also be unchecked in the warehouse server settings in IQ Admin -->

<security mode="Transport" />

</binding>

You will need to restart IQApplication Service Host after changing the security mode in the
Informa.ImageQuest.ServiceHost.exe.config.

Note: Secure Data in Transit is enabled by default and will apply to all cabinets.

The security mode will not be saved when upgrading and will need to be modified if it was changed to
None. Secure Data in Transit only works when all ImageQuest client PCs are on the same Domain. If
you have remote computers that connect to ImageQuest through a VPN or PCs that are in a
workgroup environment, Secure Data in Transit must be set to None.
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Cabinet List

The Cabinet List displays the current ImageQuest Cabinet information. To access the Cabinet List
window, click Cabinet List in the “Manage Warehouse” menu as shown below. To create a new cabinet,

please contact the ImageQuest support team.

‘ EQ‘ Cabinet: v IQadministrator - 0 X

":'__' R =
X S Cabinet List
BNy Manage Warehouse =]
3!' Manage Users Cabinet Mame Database Mame

DaocuSign DocuSign
&) ADSync Configuration ° o

HumanResources HumanR.esources
E DocuSign Configuration b

b i ImageQuest ImageQuest

@ Manage Licenses
EI‘E! Server Settings
Cabinet List

Manage ImageQuest

Manage ImageQuest allows the administrator to add and configure cabinet users, document types,
document groups and HP MFP devices. They can also create queries for frequently used |Q searches,
manage the 1Q file storage location and configure folders for use with IQfolder.

To return to Cabinet Management from the Warehouse, click the drop-down arrow next to “Cabinet”
and choose ImageQuest or the Cabinet name from the list as shown below.

(52 Cabinet: "

ImageQuest
E\"L Mana

3’4- Manage
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Manage Users and Roles

To add a new user in the ImageQuest Cabinet, select Manage Users and Roles as shown below.

L:Q. Cabinet: | ImageQuest L
ImageQuest ~

aﬂa Manage Users and Roles

|_—=—=3. Manage Document Types
Manage Document Groups
Saved Queries

Document Destruction Rules

Destroy Deleted Documents

OCR Settings

Bl

Attribute Lookup Configuration

Motification Rules

)

Workflow Settings
Waorkflow Definitions
Manage File Storage
Configure IQfolder

G & & 30 &

Configure IQmfp (OXPd)

Any users that have been added through the Warehouse and are members of the ImageQuest Cabinet
will be listed in Cabinet Users as displayed below.

Note: When a new user is created in the Cabinet, the new user is also created at the Warehouse level.
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&

#

ol &

O}

& & & 30 &l

'E% Cabinet: | ImageQuest

ImageQuest

Manage Users and Roles
Manage Document Types
Manage Document Groups
Saved Queries

Document Destruction Rules
Destroy Deleted Documents
OCR Setlings

Attribute Lookup Configuration
Motification Rules

Workflow Settings
Workflow Definitions
Manage File Storage
Configure IQfolder
Configure IQmfp {OXPd)

Cabinet Users Roles

IQadministrator

Manage Users and Roles

- - EX

forx

v Find Clear

Username First Name Last Mame Allow 550 Roles -
| <Search > <Search> <Search> [ ] <Search>
dogden David Ogden v
jsmith John Smith W
tjones Tom Jones 0
Administrator InitialProcessing
test Test Tester Ll InitialProcessing
student Joe Student v Testing

Showing 6 of &

Add Remove Properties

Click “Add” as shown above to add a new user to the Cabinet. An existing user can be chosen from the

Warehouse list or a new user can be created at this time.

To create a new user, enter the name of a user in the “Username” field and the First Name/Last Name
fields as illustrated below. Click “Next” to manage user permission and role memberships. Select

“Done” to finish creating the new user.
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Review New User Information in the Adding New Users topic before entering new user information in
the fields shown below.

Manage Users and Roles C-‘%

All users cumrently have access to the cabinet .

® Create a new user.

zername fromanowski
First name Franklin
Last name Romanowski
Password

Confirm Password
v Allowe this user to authenticate with their Active Directory credentials.
Domain Name USACompany
Email Address fdr @usacompany.com|
Send email notifications to this user
System Admin

Lzer Admin

MNext Cancel

The System Admin check box may be selected to give the user access to the IQadministrator application
to manage system level configurations. The User Admin check box may be selected to give users access
to the IQadministrator application to manage users at the warehouse and cabinet levels.

Note: If the user will authenticate with their Active Directory credentials, the Username must match
the user’s Active Directory login name. SSO is selected by default. Uncheck the checkbox for Active
Directory credentials to deactivate SSO for a user and specify a password for the user instead; blank
passwords are also allowed for non-SSO users.
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New User Properties and Permissions

ImageQuest features the following action permissions for users and roles:

Action Permission

Description

Add Document

Allows a user to add documents to the Cabinet through any IQ
client application.

Add List Items

Allows a user to add a “List-based” attribute on the fly.

Annotate Document Image

Allows a user to add annotations to a PDF document from
IQdesktop.

Delete Batch

Allows the user to delete a batch from the “Indexing Queue.”

Delete Document

Allows a user to delete or undelete a document from /IQdesktop.

Manage Document Type

Allows a user to add, remove and/or edit Document Types and
Attributes from IQadministrator and IQdesktop.

Manage Document Groups

Allows a user to add, remove and/or edit Document Groups from
IQadministrator and IQdesktop.

Update Document

Allows a user to add document revisions and to edit document
attribute values.

View Deleted Documents

Allows a user to view deleted documents.

View Only

Disables documents from launching in their native program and
loads the documents in a Read-Only viewer.

View Prior Revisions

Gives users the ability to view older versions of a document by
right-clicking the revision in the history pane and selecting “View
Revision”.

Work Queue Search

Allows users to search for and locate open work items in the
system.
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Once a new user is created, the new user’s “Action Permissions” are “Not Set” by default as highlighted.

Tom Jones/tjones (User)

Document Permissions Membership Assignments

Grant or deny permissions faor this user,

Permission Assignment

Add Document Notset wfff—on— ~
Add List Items Mot Set

Annotate Document Image Mot Set

Delete Batch Mot Set

Delete Document Mot Set

Manage Document Groups Mot Set

Manage Document Type Mot Set

|Ipdate Document Mot Set

View Deleted Documents Mot Set

View Only Mot Set W

Note: The Administrator user’s Action Permissions are all set to “Allow” by default except for the
View Only Permission.

Before setting permissions, see the chart below to distinguish between “Not Set,” “Allow” and “Deny”.

Permission Assignment Description
Not Set Permission is neither allowed nor denied.
Allow Gives users and roles access to action permissions and

document types.

Deny Explicitly blocks users and roles access to action permissions
and document types.

Permissions can be set for each user by right-clicking to select the assignment or by left-clicking to
activate the assignment drop-down as shown in the examples below.
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Tom Jones|tjones (User)
Arction Permissions Document Permissions Mermbership | Aszignments |
Grant or deny permissions for this user,
Permission | Assignment |
Add Document Not Set lw A
Add List Ttems Mot Set " Allow
Annotate Document Image Mot Set ° Deny
Delete Batch Mot Set
Delete Document Mot Set K1 Clear
Manage Document Groups Mot Set
Manage Document Type Mot Set
|pdate Document Mot Set
View Deleted Documents Mot Set
View Only Mot Set W
Tom Jones/tjones (User)

Action Permissions Document Permissions Membership | Azsignments |

Grant or deny permissions for this user.,

Permission | Assignment |
Add Document Mot Set (v A
Add List Items Mot Set

Annotate Document Image Allow

Delete Batch Deny

Delete Document

Manage Document Groups

Manage Document Type

|Ipdate Document Mot Set

View Deleted Documents Mot Set

View Only Mot Set W

Note: Permissions can also be set at the role level. To add roles and assign users, see “Adding New

Roles”.
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In the example below, “tjones” is granted the permission to “Add Document”, “Add List Items”, and
“Annotate Document Image” but is denied permission to “Delete Batch” and “Delete Document”. The

ImageQuest Administrator’s Guide 15.8

permissions for “tjones” for “Manage Document Type” is “Not Set”.

Tom Jones/tjones (User)

Manage Users and Roles

Document Permissions Membership Assignments

Grant or deny permissions for this user,

Permission

Add Document

Add List Items

Annotate Document Image
Delete Batch

Delete Document

Manage Document Type

To assign “Action Permissions,” see the permission grid for effective permissions below to effectively

manage user and role permissions in the Cabinet.

Assignment
Allow

Allow

Allawy

Deny
Deny

Mot Set

User Permission Role Permission Effective Permission
Not Set Not Set Not Set
Not Set Allow Allow
Not Set Deny Deny
Allow Not Set Allow
Allow Deny Deny
Allow Allow Allow
Deny Not Set Deny
Deny Allow Deny
Deny Deny Deny
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To set the “Document Permissions” for “tjones,” for example, click the “Document Permissions” tab.
The user “tjones” will only have permissions to document types allowed to him or her. In the
screenshot below, the “Document Permissions” are “Not Set”. Right-click on the permission(s) to select
the assignment or left-click it to activate the assignment drop-down.

Manage Users and Roles UE

Tom Jones/tjones (User)

Action Permissions | Membership | Assignments

Grant or deny access to document types for the user,

Document Type Assignment

Check Not Set  ffmm—
Client Directory Mot Set

Invoice Mot Set

MFP Scan Mot Set
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When assigning “Document Permissions,” be sure to see below to effectively manage user and role

permissions in the cabinet.

Note: “Allow by Default” below refers to an option in Manage Document Types. See the Creating a
New Document Type topic for more information.

User Permission Role Permission Allow By Default Effective Permission
Not Set Not Set Not Set Not Set
Not Set Not Set Allow Allow
Not Set Allow Not Set Allow
Not Set Allow Allow Allow
Not Set Deny Not Set Deny
Not Set Deny Allow Deny
Allow Not Set Not Set Allow
Allow Not Set Allow Allow
Allow Deny Not Set Deny
Allow Deny Allow Deny
Allow Allow Not Set Allow
Allow Allow Allow Allow
Deny Not Set Not Set Deny
Deny Not Set Allow Deny
Deny Allow Not Set Deny
Deny Allow Allow Deny
Deny Deny Not Set Deny
Deny Deny Allow Deny
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Membership

Roles must first be created in order for them to appear in the “Membership” tab; manage role
membership on the “Membership” tab. To assign or remove role membership for a user, check the
checkbox. As show below, “tjones” is assigned to the “Sales” role membership only. Click “Done” to
complete.

Manage Users and Roles U%

Tom Jones/tjones (User)

Action Permissions Document Permissions Membership Assignments

Assign or remove role membership for the user,
AFJAR
GLProcessor
Indexer
Management
v Sales

Dane

Note: Membership in one or more roles can change the effective permissions for a user. Each list at
the bottom of the “Action Permissions” and the “Document Permissions” tabs represent the User’s
effective action permissions.
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Adding New Roles

When ImageQuest is first configured, the Administrator can add roles as a way to save time in assigning
“Action Permissions” and “Document Permissions”. Cabinet users can be assigned to multiple roles;
roles can also be created without document permissions for the purpose of controlling access to specific
ImageQuest devices.

Creating a role for each department in your work environment may be valuable because individual
departments usually handle different types of documents. For example, employees in the Sales
Department may not need to find an Invoice from the power company, but the Accounting Department
would. Alternatively, the Accounting Department will not be looking for Sales Brochures filed by the
Sales Department. By creating an “Accounting” role and a “Sales Department” role, documents and
permissions can be managed quickly within the IQadministrator.

To add a new role, click Manage Users and Roles as shown in below. The window displays “Cabinet
Users” at the top and “Roles” at the bottom. Locate “Roles” and click “Add”.

Manage Users and Roles U%
’ PUS
Cabinet Users |7 Roles
v Find Clear
Mame
{AP/AR.
GLProcessor
Indexer
InitialProcessing
Management
Testing
Showing & of 6
Add Remove Properties
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For example, to create a role for the Sales Department, enter “Sales” in the “Create a new role” screen

as illustrated below and click “Next”.

{5 Cabinet:|ImageQuest pd
ImageQuest -

Z) Manage Users and Roles

E—%. Manage Document Types

MName: |Sales

Manage Document Groups
Saved Queries

Document Destruction Rules

% Destroy Deleted Documents
OCR. Settings

Bl 2>

Attribute Lookup Configuration

Motification Rules

B}

Workflow Settings
Workflow Definitions
Manage File Storage
Configure IQfolder

& o E 30 &

Configure IQmfp (OXPd)

Create a new role.

Mext

ol
g

Manage Users and Roles

Cancel

Set action and document type permissions for the “Sales” role as shown below; click “Done” when

finished.

Sales (Role)

Action Permissions Document Permissions

Grant or deny permissions for this rale,
Permissian
Add Document
Add List Items
Annotate Document Image
Delete Batch
Delete Document
Manage Document Groups
Manage Document Type
|pdate Document
View Deleted Documents
View Only
View Prior Revisions
Waork Queue Search

Membership

Assignments

Assignment

Mot Set W

Mot Set
Allow
Deny

Mot Set
Mot Set
Mot Set
Mot Set
Mot Set
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Manage Users and Roles v
Sales (Role)

Action Permissions Document Permissions Membership Assignments

Grant or deny access to document types for the role,

Document Type Assignment

Check Mot Set L
Client Directory Mot Set

Invoice Mot Set

MFP Scan Mot Set

Click the “Membership” tab to assign or remove user membership for the indicated role as displayed

”

below. Notice that “Administrator,” “jsmith” and “tjones” are all assigned to the Sales role membership.

Manage Users and Roles UE

Sales (Role)

Action Permissions Document Permissions Membership | Assignments

Assign or remove user membership for the role,
v Administrator
dogden
w*| jsmith
i Hones
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Membership in one or more roles can change the effective permissions for a user; for example, see the
bottom portion of the “Action Permissions” and the “Document Permissions” tabs below representing
the user’s effective action and document type permissions for “tjones”.

Manage Users and Roles
Tom Jones/tjones (User)
Document Permissions | Membership | Assignments
Grant or deny permissions for this user,
Permission Assignment [a
| Add Document Alow ‘
Add Uist Items Allow
PR - oo Manage Users and Roles
Delete Batch Deny
Delete Document Deny Tom Jones/tjones (User)
Manage Document Type Not Set c
Update Document Not Set | Action Permissions l Membership | Assgments |
View Deleted Documents Not Set
e Orly Not Set Grant or deny access to doaument types for the user.
View Prior Revisions Not Set 'Doumen('rype _W'Mﬂ!
|Check Not Set
Memberehip 7 00 of more roles can change the effective permissions for 8 ser, The || Cont Drectory Not Set
users’ effective action permissions. Invoice Not Set
[Permssion Assignmen| || MFP Scan Not Set
| Add Document Allow
Add List Items Alow
Annotate Document Image Allow
Delete Batch Deny
Delete Document Deny
Manage Document Type Not Set
Update Document Not Set or
View Deleted Documents Not Set mmenﬂmo"e&:smmau.ehef&cw=m auser, The list below represe
View Only Not Set isabonsails
[ View Prioe Revisions Not Set poament Tipe | Assignment
= Check Alow
Client Directory Alow
Invoice Allow
MFP Scan Not Set
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Assignments

User and Role properties have a tab called “Assignments” allowing the ImageQuest Administrator to see
and reassign different assignment types to another user or role. This must be done before deleting a
user or role with existing assignment types.

Manage Users and Roles UE
Tom Jones/tjones (User)

Action Permissions Document Permissions Membership |

User is assigned the following items. You can choose to reassign the items to another
user or role.

Assignment Type Count

Reassign Items to:

Role (@) User Administrator v

Process

Done
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The following assignments can be changed from this tab:

Assignment Type

Description

Routing

Items that have been routed to a User or Role by
another 1Q user or IQ process/workflow. These
items will appear in their Work Queue in
IQdesktop and will show “Routed” in the Action
column.

Workflow Task

The number of workflow tasks in the User or Role
Work Queue as defined in one or more custom
Workflow Definitions.

Workflow Definition

Only applicable to 1Q roles. This is the number of
times the Role appears in the Workflow Settings
feature in IQadministrator. This can either be “1”
or “2”.

1Q folder

The number of folders assigned to the User or
Role in Configure IQfolder. Configure IQfolder in
IQadministrator displays the User or Role in the
Resource column for one or more folders.

Indexer

The number of batches the User or Role has in
their Indexing Queue.

MFP Device

The number of HP Mfp devices the User or Role
has been assigned to. This is configured in the
Configure IQmfp feature in IQadministrator
which is only available to customers that are
licensed to use the HP/IQmfp Connector.

Notification

The number of items assigned to the User or Role
Work Queue because the User or Role was
selected to be notified in one or more
Notification Rules.

Notification Rules

The number of times the User or Role has been
selected as the “Notify” user in Notification
Rules.
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Searching Users or Roles
Users or roles can be searched for using the following grid features.

Auto-Filter Row

Type in the first row of any column to filter by rows whose column values matching what you type. In
the example below, the Username column is filtered to only show values beginning with “t.”

Username T | First Name Last Mame Allow 550 Roles
{<Search= <Search > <Search > u <Search>
Administrator InitialProcessing
dogden David Caden W
jsmith John Smith W
student Joe Student W Testing
test Test Tester L InitialProcessing
tjones Tom Jones L

Username ¥ | First Name Last Mame Allow 550 Roles

it <Search > <Search > u <Search >
test Test Tester L InitialProcessing
tjones Tom Jones L
Find Panel

Searching in the Find Panel will bring back any user/role with any column values matching the search
criteria.

Cabinet Users Roles

Jo| W Find Clear
Username First Mame Last Mame Allow 550 Roles
«<Search= «<Search= <Search= [ ] «<Search=
jsmith John Smith W
student Joe Student W Testing
fjones Tom Jones L

53



ImageQuest Administrator’s Guide 15.8

Column Filter

Each column has a filter which allows you to show only users/roles with column values matching the
value selected in the filter. In the example below, users are being filtered by those which are in the
“InitialProcessing” role.

Cabinet Users Roles

] Find Clear
Username First Name Last Name Allow 550 Roles - T i
: Al
i <hearch = <Search= <Search= it i i
i <Search: “Seard :Seard [ ] InitialProcessing (Custom)
Administrator InitialProcessing
test Test Tester W InitialProcessing InitialProcessing
Testing

Sorting

Columns can also be sorted alphabetically, both ascending and descending.
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Users and roles can be removed from the Cabinet in Manage Users and Roles by clicking the “Remove”

button as illustrated below.

Cabinet Users

MName

Roles

Manage Users and Roles

W

Find

Clear

{AP/AR

GLProcessor
Indexer
InitialProcessing
Management

Testing

Add

Showing 6 of 6

[ Remaove

Properties

Note: If a user is removed from the cabinet, the user is NOT deleted from the Warehouse. If aroleis

removed from the cabinet, the user members who were assigned to that role are NOT removed from

the cabinet.
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Manage Document Types

Now that you have established users and roles and have set permissions and assignments, you are ready
to manage document types in ImageQuest. Click Manage Document Types in the cabinet as displayed
below. This window contains the “Document Types” and “Attributes” tabs; the window defaults to the
“Document Types” tab each time it is opened.

ImageQuest ~ Manage Document Types ;_\R,

‘ﬁ:i Manage Users and Roles Document Types Attributes

[E¢ manage Document Types Add...
@ Manage Document Groups Check
X Client Directory

Saved Queries Ivoice Assign attribute to MFP Scan
[E% Document Destruction Rules IMFP SCAN | <ff—

x Destroy Deleted Documents MName Data Type |Required |Default | Minimum |Maximum | Incude in Filename |In
Pﬁ OCR Settings MfpInputlser  Text Mo Mo

G, Attribute Lookup Configuration MfpAddress Text Mo Mo
@ Notification Rules MfpHostMame — Text Mo Mo
= ) Mfpserial Text Mo Mo
g Workflow Settings MfoDisplayName Text No No

= workflow Definitions

m Manage File Storage
I'Ta Configure 1Qfolder
Configure IQmfp (OXPd)

&

Note: The MFP Scan document type and attributes—MfpinputUser, MfpAddress, MfpDisplayName,
MfpHostName and MfpSerial—are created by default and can neither be deleted nor edited.

Document Type Overview

Document types that will be utilized by your company have to be created in ImageQuest; there should
be a “Document Type” created for every document that your company uses frequently, or is currently
filed on a regular basis. It may be helpful to record a list of all the documents your office currently uses,
who is permitted to use the document and how and from which departments the documents are
originated. For instance, if your company wants to store HR type documents in IQ, you may create
document types such as “W-4”, “I-9” or “Performance Evaluation”.

Attribute Overview

Attributes are index fields that allow users to search for filed documents. There are no restrictions on
how many or few attributes can be added per document type. Adding too many attributes may slow
down the indexing process considerably while adding too few could make the documents harder to find.
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In the example below, the Manage Document Types window displays the “Attributes” tab. The default
MFP Scan attributes are listed—MfpAddress, MfpDisplayName, MfpHostName, MfplnputUser and
MfpSerial; new attributes may be added and edited using the “Add New Attribute” and “Edit Attribute”
buttons.

L?% Cabinet: | ImageQuest W IQadministrator - 0 n
[=] Manage Document Th s
=] ImageQuest ~ q Ype:

3% Manage Users and Roles Document Types | Attributes

| [E¢ Manage Document Types Add New Attribute. . Edit Attribute...
Fﬁ Manage Document Groups [Mame “ 'DataType 'Required [Default [Minimum |Maximum | Incude in Filename 'Input Mask |
Saved Queries Amount Numeric No Mo Currency |
[E Document Destruction Rules CheckNumber Integer No Yes
% Destroy Deleted Documents Company List No No
Date of Invoice Date & Time Mo Mo Date Only
‘ﬁb OCR Settings Invoice Amount Text No Mo
@, Attribute Lookup Configuration Invoice Date Text No Mo
'G')' Moftification Rules InvoiceMumber Integer MNo Yes
B Workfow Settings MfpAddress Text Mo Mo
= - MfpDisplayMame Text Mo Mo
== Workflow Definitions MfpHosthiame Text Na Mo
Ej Manage File Storage i [MfpInputiser Text No Mo
Fh& Configure IQfolder MfpSerial Text Mo Mo
‘;_:‘EH Confiqure 10mfp (OXPd) Pafd TruefFalse Mo True Mo
PaidBy Text Mo =
PaymentID Integer Mo Mo
TransactionDate Date &Time Mo Yes Date Only
TransactionDescriptor | Text No Mo
TransactionID Integer MNo Mo
Vendar Text Mo Mo

Note: Attributes may be created, edited and deleted from the “Attributes” tab.
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Creating a New Document Type

Once you have compiled your office’s list of documents, create a new Document Type for each.

In Manage Document Types, click the “Document Types” tab to add a Document Type as illustrated
below. Click “Add” to show the “Add New Document Type” dialog box.

Manage Document Types

Document Types Attributes

Add...

Check
Client Directory
Invoice

Assign attribute to MFP Scan

MFP Scan
Mame Data Type |Reguired |Default |Minimum |Maximum | Indude in Filename | In
MipInputUser  Text Mo Mo
MipAddress Text No Mo
MfpHostMame  Text No Ma
MipSerial Text Mo Ma
MipDisplayMame Text No Mo

Enter the name of the document as demonstrated below. Below the name field, the Administrator may
either click the checkbox “By default, allow all users permission to this document type” only if it is
desired for all users to have access to the Document Type or click “By Default, do not give permission to
this type of document type.” if the Administrator prefers to manage the permissions at the User or Role
level.

“Allow these documents to be processed by FullText OCR” is checked by default, but can be unchecked if
the specific document type should not be processed for Fulltext extraction or OCR conversion. Click
“OK” to save the new Document Type.
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Mame: |Purd"|ase Order

(®) By default, allow all users permission to this document type.

[ By default, do not give permission to this document type,

| Allow these documents to be processed by FullText OCR.,

The list below shows popular attributes that appear on many of your
current Document Types, Use the Show All Attributes option to
indude all available attributes in the list. Check the attributes you
would like to assign to this new Document Type.

[ show Al Attributes Select Al | | Unselect Al

[ | amount

The screenshot below shows that the new document type, “Purchase Order,” has been created and is
added to the “Document Types” tab in alphabetical order.

Manage Document Types = Y
=
Document Types | Attributes |
Add... ‘ | Edit... | (@) By default, allow all users permission to this document type
Check (") By default, do not give permission to this document type.
Client Directory
Invaice Assign attribute to Purchase Order
MPP Scan |V| | Assign || Add New Attribute. .. |
Il?r.ldm{h'der
Mame Data Type |Required |De1'ault |I'~'1ir1imum |Maximum |Indude in Filename |Ir1
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Creating and Assigning New Attributes
Once a document type is created, it will need to be assigned “Attributes” (index fields). Click “Add New

Attribute” as highlighted below.

Manage Document Types

Document Types Attributes
| Add... | ‘ Edit... | @) By default, allow all users permission to this document type
Check () By default, do not give permission to this document type.
Client Directory
Invaice Assign attribute to Purchase Order
MFP Scan | 5 | | Assign H| Add New Attribute. .. H
Purchase Order
Mame Data Type |Required |Defau|t |Mir1imum |Maximurr| |Indude in Filename |I|

The screenshot below shows the “Add New Attribute” window and the options for attribute
configuration. See the table on the next page for a description of each section.

[tiribute Name] ||
— Description

Text attributes can store a combination of letters, numbers and punctuation, such as
descriptions, social security numbers, phone numbers, alpha-numeric account numbers, or

) Mumeric any numbers that begin with leading zeros.
o Examples:
() List 003-RBCO303
~ 123-456-7590
() Integer {407) 555-1212
() Date &Time 007
() True False
)
Minimum Length | | Input Mask | W |
Maximum Length | | Select a built in mask or build your own to control the display
format and user input of the data in this attribute, See Admin
Default | | Guide for further details.

[Irequired [ | Indude in flename

[est Area]
Test some input for storage in this Data Type: | | | Test
OK | | Cancel |
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Section Description
Attribute Name The name of the attribute
Data Type The type of input associated with the attribute
Description A brief explanation of a data type with specific examples
Options
Minimum (length or value) Minimum number of characters or minimum value allowed
Maximum (length or value) Maximum number of characters or maximum value allowed
Default A pre-fill value for indexing
Required Attribute value must be populated when indexing
Include in filename Includes the attribute value as part of the file name when using the
“Save Local Copy” and “Email Document” features of IQdesktop
Input Mask Provides restricted data input
Test Area Allows testing of data input for a data type
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There are six data types that can be assigned to attributes. The attribute data type selected will control

the type of information entered into a field of that type. Reference each attribute data type and

description in the table below before you assign the data type to each new attribute you create. Once a

new attribute is saved, the data type for it cannot be changed.

Attribute Data Type

Description

Text

Any keyboard character may be entered such as letters, numbers, punctuation,
alpha-numeric account numbers and/or any numbers that begin with leading
zeros (i.e. 003-RBC0908; 123-456-7890; (407) 555-1212; 007).

Numeric

Stores fractional values for currency amounts or percentages. Numeric values
can have up to 29 total digits with at most 8 digits to the right of the decimal
place (i.e. 3.50; 3.14159).

List

Creates a drop-down list of choices that you define (i.e. a list of customers, a
list of cities, a list of companies, etc.). Users may add “List-based” attribute
items on the fly if they have the “Allow” Add List Item permission.

Note: A list-based attribute is preferred whenever possible in order to
minimize indexing errors.

Integer

Requires whole numbers with no punctuation, no decimal, and with no leading
zeroes. Integer values have an absolute maximum of 2147483647 and an
absolute minimum of -2147483648 (i.e. 1138; 2112).

Date & Time

Stores dates and can default to the current date. Date & Time attributes have
a maximum of 12/31/9999 11:59:59 PM and an absolute minimum of 1/1/1753
12:00:00 AM (i.e. 1/1/1970; 6/10/2008).

True/False

Attributes can be true, false or non-existent (null), typically displayed in the
form of a three state checkbox, either checked, unchecked or grayed out for
true, false or non-existent respectively.
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In the example below, an attribute called “Patients Name” is assigned to the document type, “Invoice”.
This attribute is categorized as a “Text” data type; its description is displayed to the right for review.
Jane Doe is tested for accuracy in the test area field; the test results show that this data input Passed for
this Data type. Click “OK” to save and assign the new attribute to the selected Document Type and add
the new attribute in the “Attributes” tab. See below. Once an attribute is added, it can then be
assigned to other Document Types as needed.

Attribute Mame: |Patients MName
Data Typyg Description
e Text attributes can store a combination of letters, numbers and punctuation, such as
8 Text dezcriptions, sodal security numbers, phone numbers, alpha-numeric account numbers, or
) Mumeric any numbers that begin with leading zeros.
o Examples:
I List 003-R.BC0908
123-456-7590
) Integer (407) 555-1212
() Date & Time 007
() TrueFalse
Options
Minimum Length | | Input Mask | W |
Maximum Length | | Select a built in mask or build your own to control the display
format and user input of the data in this attribute. See Admin
Default | | Guide for further details.
[] required [ tndude in filename
Test Area
Test some input for storage in this Data Type: |Jane Doe | | Test
Passed
oK | | Cancel |

Note: “Text” fields are the most flexible data types. Even if the value of the attribute is a number such
as a Social Security number, the “Text” data type may be the best choice because it allows dashes,
leading zeros and specific lengths.
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Manage Document Types

J

Document Types Attributes

Add... Edit... ®) By default, allow all users permission to this document type

Check By default, do not give permission to this document type.

Client Directory

T Assign attribute to Invoice

MFP Scan ¥ | | Assign Add New Attribute...

Purchase Qrder
Mame Data Type |Required |Default |Minimum |Maximum |Indude in Filename |Inpy
‘Patients Mame Text Ma Ma {
Payer Mame | Text Mo Mo
Phone Mumber | Text Mo Mo

Note: The “Add New Attribute” button in the “Attributes” tab only creates the attribute and does
NOT assign it to any particular document type.

Input Masks

Input Masks provide restricted data input as well as formatted data output. Masks can be used to
ensure that end-users enter values only in a particular format. For instance, when indexing a phone
number, an end-user needs to enter only digits, while hyphens and parentheses should be automatically
skipped.

Manage Document Types now includes several pre-defined attribute masks for the following
ImageQuest Attribute Data Types: Text, Numeric and Date & Time.

The pre-defined input masks for Text are “US Phone Number” and “Social Security Number”.
The pre-defined input mask for Numeric is “Currency”.
The pre-defined input masks for Date & Time are “Date Only” and “Date with Time”.

In the example on the next page, the administrator creates a new Attribute called “Phone Number”,
selects “Text” for the Data Type and “US Phone Number” from the Input Mask drop-down.
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Attribute Mame: |Phane Mumber

Description
Text attributes can store 5 combination of letters, numbers and punctuation, such as
descriptions, social security numbers, phone numbers, alpha-numeric account numbers, or
any numbers that begin with leading zeros.
Examples:

003-RECO903

123-456-7390

(407) 555-1212

ooz

Minimurm Length | | AT 1S Phone Mumber

+|US Phone Mumber '
i Select a buil | the d
Maximum Length | | F:rfnataansll Sodal Security Number te. ;EEISEI:%”
Default | | Guide for further details.

[Jrequired [ ] Indude in filename

Test Area
Test some input for storage in this Data Type: |
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The administrator then presses the tab key to move to “Test Area”. Note that the US Phone Number

Input Mask is applied.

Attribute Mame: |Phone Mumber

Data Type

(@) Text

() Mumeric

() List

() Integer

(_) Date &Time

() TrueFalse

Options

Description
Text atiributes can store a combination of letters, numbers and punctuation, such as
descriptions, sodal security numbers, phone numbers, alpha-numeric account numbers, or
ary numbers that begin with leading zeros.
Examples:

003-RBCO903

123-456-7890

(407) 555-1212

ooy

Minimum Length |

| Input Mask |US Phone Mumber | W |

Maximum Length |

| Select a built in mask or build your own to control the display

format and user input of the data in this attribute. See Admin

Default |

| Guide for further details.

[Trequired [ ] Indude in filename

Test Area

Test some input for storage in this Data Type: |m
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The administrator enters a test value “8774757778"” and clicks “Test” to confirm the input passes
validation. There is no need to enter the parentheses and hyphen characters as the mask provides them
automatically. Also note that this type of mask only allows 10 numeric digits to be typed. All other
keyboard characters will be ignored.

Attribute Name: |Phone Mumber
Data Type Description
@ Text Text attributes can store & combination of letters, numbers and punctuation, such as
® Tex descriptions, sodal security numbers, phone numbers, alpha-numeric account numbers, or
) Mumneric any numbers that begin with leading zeros.
o Examples:
I List 003-RBCOS08
123-455-7850
) Integer (407) 555-1212
() Date &Time 007
() True/False
Options
Minimum Length | | Input Mask |LS Phone Number | W |
Maximum Length | | Select a built in mask or build your own to control the display
format and user input of the data in this attribute. See Admin
Default | | Guide for further details.
[Jrequired [ ] Indude in flename
Test Area
Test some input for storage in this Data Type: |{8?]"}|4?5-???B | | Test
Passed
0K ‘ ‘ Cancel |

Click “OK” to save the attribute and add it to the main Attributes list.
The administrator can also create custom input masks for the Text, Integer and Numeric Data Types.

For example, perhaps an Invoice Number always begins with “INV-“ and is followed by 5 digits. The
administrator wants to add an Attribute with an input mask that will automatically display the “INV-“
prefix and enforce the number of digits that can follow.

The administrator clicks “Add New Attribute”, enters “Invoice Number” for Attribute Name and selects
Data Type “Text”.
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For Input Mask, the administrator enters “INV-00000” and presses the Tab key. The input mask is
displayed in the Test Area as “INV-  “.

Attribute Mame: |Invoice Mumber

Description

Text attributes can store & combination of letters, numbers and punctuation, such as
descriptions, sodial security numbers, phone numbers, alpha-numeric account numbers, or
any numbers that begin with leading zeros.
Examples:
003-RBCO203
123-456-7390
- {407) 555-1212
() Date & Time 007

() TrueFalse

Options

Minimum Length | | Input Mask |INYV-00000 | v |

Maximum Length | | Select & built in mask or build your own to control the display
format and user input of the data in this atiribute. See Admin
Default | | Guide for further details.

[ ] required [ ] indude in flename

Test Area
Test some input for storage in this Data Type: |INV-
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The administrator enters the value “12345” and clicks “Test” to confirm the input passes validation.
Once again, the user will only need to type in the five digits as the “INV-“ will always be prefilled and

cannot be deleted.

Attribute Mame: |Invoice Number

Data Type

() Mumeric

[ List

() Integer

() Date &Time

[ True/False
Options

Minimum Length

Maximum Length

Default

Test Area

Description

Text attributes can store a combination of letters, numbers and punctuation, such as
descriptions, sodal security numbers, phone numbers, alpha-numeric account numbers, or
any numbers that begin with leading zeros.
Examples:

003-REBCO903

123-456-7390

(407) 555-1212

0o7

| Input Mask | INV-00000 | v |

| Select a built in mask or build your own to control the display

format and user input of the data in this attribute. See Admin

| Guide for further details.

[Jrequired [ ] Indude in filename

Test some input for storage in this Data Type: |IN'I:'—12345

Passed

Click “OK” to save the attribute and add it to the main Attributes list and the input mask will be
displayed in the Input Mask column.

In addition to the predefined input masks that are provided, the administrator has the option to create
custom input masks. See the tables in the following topics for descriptions and samples on how to do

this.

Note: Input Masks are not supported in WeblQ.
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Custom Input Masks (Text)

Metacharacters

Metacharacters are used to represent a range of symbols. An end-user can enter text only in the
positions which correspond to metacharacters. When a metacharacter is found at a specific position in
the mask an end-user can enter any character from the related range in this position in the edit box.
The following table lists the available metacharacters:

Character Meaning

L An L character requires an alphabetic character in this position. For the U.S. this is A-Z, a-z.

I An | character permits only an alphabetic character in this position, but doesn't require it.

A An A character requires an alphanumeric character in this position. For the U.S. this is A-Z,
a-z, 0-9.

a An a character permits only an alphanumeric character in this position, but doesn't require
it.

C A C character requires an arbitrary character in this position.

C A c character permits an arbitrary character in this position, but doesn't require it.

0 A 0 character requires a numeric character in this position.

9 A 9 character permits only a numeric character in this position, but doesn't require it.

# A # character permits only a numeric character or a plus or minus sign in this position, but

doesn't require it.
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Special Characters

The following table lists the available special characters which are used to control the case of the input

string and to represent various delimiters and currency symbols.

Character

>

<>

Meaning

If a > character appears in the mask, all the characters that follow it are in uppercase until
the end of the mask or until a < character is encountered.

If a < character appears in the mask, all the characters that follow it are in lowercase until
the end of the mask or until a > character is encountered.

If these two characters appear together in a mask, no case checking is performed and the
data is formatted with the case used by the end-user during data entry.

A / character is used to separate the months, days, and years in dates. If the character
that separates the months, days, and years is different in the regional settings of the
system that the application runs on that character will be used instead.

A : character is used to separate the hours, minutes, and seconds in time values. If the
character that separates the hours, minutes, and seconds is different in the regional
settings of the system that the application runs on that character will be used instead.

A S character is used to designate currency values. If the character that designates the
currency values is different in the regional settings of the system that the application runs
on that character is used instead.

Literal Characters

A character that is neither a metacharacter nor a special character is called a literal. Literals are inserted
automatically as is into the edit box in their positions defined by the mask. An end-user has no need to

enter literal characters. The cursor skips over them during editing.

The metacharacters and special characters can also appear as literal characters if they are preceded by a

backslash (\).

71



ImageQuest Administrator’s Guide 15.8

Examples

1. A mask for entering a telephone number: (000)000-00-00.
Each '0' metacharacter in this mask requires a numeric character in the corresponding position. No
characters can be omitted. The '-', /(' and ')'characters in the mask are literals.

The following are images of an editor that uses this mask:

|':—:'—'—'— | (a value is not entered)

|{555)222-33-22

| (a value is entered)

2. A mask for entering a telephone number with an optional area code: (999)000-00-00
Here the '9' metacharacter allows end-users to omit the area code part of a phone number.

|{—:'222_33_22 |(a valid phone number without a code part)

3. A mask for entering an alpha-numeric sequence: \A>LL-00

Here "\A' stands for the literal character 'A'. Since 'A' is used as a metacharacter the backslash must be
used to make 'A' appear as a literal. The '>' command specifies that the following text should be in
uppercase. The 'LL' substring indicates that two alphabetical characters should be inserted in this
position. The '00' substring is a placeholder for two digits.

|'ﬁ'—_— | (a value is not entered)

ASD-55 :
| | (a value is entered)

Note: When a text input mask is enabled, any new attributes that are indexed will store the mask
characters along with the data. Historical data that has already been indexed before the mask was
created will have the mask applied when displaying the fields but the underlying data will remain
unchanged.
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Custom Input Masks (Numeric/Integer)

Numeric input masks are specifically designed for entering numeric values (integer, float values,
currencies, percents, etc.). Specific numeric masks are dependent upon the current culture (regional)
settings.

Input masks allow end-users to edit numeric values of common numeric types. A standard mask
represents a string of the Axx form where A is a single alphabetic character (mask specifier), and xx is an
optional integer called the precision specifier. The available mask specifiers are listed in the following
tables. The precision specifier ranges from 0 to 99 and controls the number of significant digits or zeros
to the right of the decimal point.
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Dord

Forf

Gorg

N orn
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Samples
Name Description
Culture: English (USA)
Currency The mask for entering a currency amount. The | $1,024.,50 ‘
input mask contains a value part which can be (EditMask = "c";
edited by an end-user, and a currency symbol EditValue = 1024.5)
which cannot be edited. The mask's format is
determined by the current culture. | $20,010 ‘
(EditMask = "c0";
The precision specifier indicates the desired EditValue = 20010)
number of decimal places. If the precision specifier
is omitted, the precision will be set to 2.
Decimal | The mask for entering integer values of a fixed and | 1501 ‘
flexible length. (EditMask = "d";
EditValue = 1501
The precision specifier indicates the maximum tvaiue )
number of digits that can be entered. If the
precision specifier is equal to 0 or omitted, the
length of the input string is not limited.
If the editor's value is real, the fractional part of
the value will be discarded during editing.
Fixed- The mask for entering real numbers with a fixed- | 124,50 ‘
point length fractional part. (EditMask = "f";
EditValue = 1024.5
The precision specifier indicates the desired tvalue )
number of decimal places. If the precision
specifier is omitted, the precision will be set to 2.
Number | The mask for entering the integers of real values. | 1,024,500 ‘
Thousand separators are inserted between each  (EditMask = "n";
group of three digits to the left of the decimal EditValue = 1024.5)
point.

The precision specifier indicates the desired
number of decimal places. If the precision
specifier is omitted, the precision will be set to 2.
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The mask for entering percents. The entered string | 25.00 %

is converted into a number "as is" (compare with | (EdjtMask = "P";
the 'p' mask). So, if the "15 %" string is entered, EditValue = 25)
the editor's value will be 15.

The precision specifier indicates the desired
number of decimal places. If the precision
specifier is omitted, the precision will be set to 2.

The mask for entering percents. The entered string | 25.00 %

is converted to a number and then divided by 100. (EditMask = "p";
The result is used as the editor's value (compare  Egitvalue = 0.25)
with the 'P' mask). So, if the "15 %" string is

entered the editor's value will be 0.15.

The precision specifier indicates the desired
number of decimal places. If the precision
specifier is omitted, the precision will be set to 2.

You can also use the following characters to create custom masks for editing numeric values.

0

Character

Name

Zero
placeholder

Digit
placeholder

Description

A decimal digit (0-9) can be entered in the corresponding position. Empty
placeholders are represented by '0' characters. When the input string is
converted to the editor's value, digits left empty are interpreted as zeros.

A decimal digit (0-9) can be entered in the corresponding position or left
empty. Empty placeholders are not displayed. When the input string is
converted to the editor's value, digits left empty are not stored in the
result.

Decimal point | The first '.' character in the format string determines the location of the

Thousand
separator

decimal separator in the formatted value. The actual character used as the
decimal separator is determined by the current culture (regional) settings.

If the ', character appears in the mask, thousand separators will be
inserted between each group of digits to the left of the decimal point as
defined by the culture (regional) settings.
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%%

Any other
character

Percentage
placeholder

Percentage
placeholder

Escape
character

Section
separator

Currency
character

Literal
character
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If the '%' character appears in the mask, the value entered is divided by
100 when converted to the editor's value. So, if the '15 %' string is
entered, the stored value will be '0.15".

The percent character used is dependent upon the current culture. An
appropriate symbol is inserted in the edit box at the location where the '%'
symbol appears in the mask.

If the '%%' string appears in the mask, the entered value is not divided by
100 when it's converted to the editor's value. So, if the '15 %' string is
entered, the edit value will be '15'.

The percent character used is dependent upon the current culture. An
appropriate symbol is inserted in the edit box at the location where the '%'
symbol appears in the mask.

The character following the escape character is inserted into the edit box
literally. To display a backslash in the edit box the mask should contain the
\\' string.

The ';' character is used to separate the masks for positive and negative
values.

The mask can contain two parts delimited by the ;' character. The first
part defines the mask for entering positive values; the second part
specifies a mask for entering negative values. An end-user can toggle the
value's sign by pressing the '-' key. In this case, depending upon the value's
sign, the value entered is automatically re-formatted using the appropriate
mask.

If the ";" character is followed by an empty string, the editor will not allow
end-users to enter negative values.

Defines the position of the currency symbol determined by the current
culture.

Any other characters that appear in the mask are inserted into the edit box
literally.

To display special characters in the edit box literally, they should be
preceded with the escape character ('\').

Note: If an editor's edit value is of the integer type, the editor only accepts integer values. An end-

user will not be able to enter a fractional part of a number, even if it's allowed by the editor's mask
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End-User Capabilities

Numeric masks allow end-users to enter numeric values only. Text cannot be edited in this mask mode.

e Pressing the '-' key changes the sign of the value being edited. The caret can be placed at any
position within the edit box.

e  Pressing the Up-Arrow and Down-Arrow keys increments or decrements the digit to the left of
the caret's position. If the entire text is selected, pressing these keys increments or decrements
the digit to the left of the decimal point.

e Scrolling the mouse wheel increments or decrements the digit to the left of the caret's position. If
the entire text is selected, scrolling the mouse wheel increments or decrements the digit to the
left of the decimal point.

Examples

The following are examples of custom numeric masks. See the table in the Predefined Masks sub-section
for examples of predefined masks.

1. A mask for entering a real number which has a maximum of 4 digits to the left of the decimal
point: #,##0.00

Groups of three digits will be separated using thousand separators. The fractional part of the value will
always contain two digits.

| 3,080.60 | (Stored Value = 3080.6)

| -3,080.60 (Stored Value = -3080.6)

2. The same mask for positive values. Negative values will be enclosed with double angle brackets:
#,##0.00; < <#,##0.00> >

<<3,080.605> | (Stored Value = -3080.6)

Note: When a nhumeric\integer input mask is enabled, any new attributes that are indexed will NOT
store the mask characters along with the data. Historical data that has already been indexed before
the mask was created will have the mask applied when displaying the fields but the underlying data
will NOT remain unchanged.
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List Attribute

The “List” attribute data type screen is a bit different from the other data types. In the screenshot
below, the “List” data type has been selected for the new attribute name, “Status”.

Attribute Name: |Status|

Data Type Description

List-based attributes allow you to select an item from 3 list of choices you define. Items can
optionally be defined as a category and subcategory, separated by a badkslash ().
Examples:

A list of customers, from which you can choose Mary, Joe or Bob.

A list of dties, from which you can choose London, Tokyo or Paris.

A list of college courses such as the following:

Math\Algebra

() Date &Time Math\Calculus
Scence \Biology
) True/False from which you could then choose Math, then Algebra, or choose Sdence, then Biology,

() Text

Once this data type is selected, the “Options” section changes as illustrated below. List-based attributes
allow you to select an item from a list of choices you define such as the example displayed. To modify
items in the list, click the “Modify List” button.

Note: The test area does NOT apply to the “List” and “True/False” data types.

Options
Default Value |V |“:n | Mame ™ |Enabled |
[ ] required Complets
[ ] tndude in filename Incomplete
Pending
[ ] ttems are of the form Category\Subcategory
Modify List
Test Area
Test some input for storage in this Data Type: | | Test
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In the Modify List window, add an item by entering its name near the top. Items may also be edited or
removed from the grid below. By default each list item is enabled. Deselecting this checkbox will
remove that item from the list shown during indexing but will leave it available for searching previously

indexed documents.
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Category\Subcategory List Attribute Type

The List attribute includes an option called Category\Subcategory. If this option is enabled, list items will
be shown in a hierarchical view where the subcategory changes based on the chosen category. For this
to function properly, category and subcategory items must be separated by the backslash (\) character.

Attribute Name: |Location

Data Type Description
List-based attributes allow you to select an item from a list of choices you define, Items can

Text optionally be defined as a category and subcategory, separated by a backslash (1),
Mumeric Examples:
_ A list of customers, from which you can choose Mary, Joe or Bob.
®) List A list of dties, from which you can choose London, Tokyo or Paris.
A list of college courses such as the following:
Integer Math\Algebra
Date & Time Math'Calculus
Sdence\Biology
True False from which you could then choose Math, then Algebra, or choose Sdence, then Biology.
Options
Default Value via Name 4 (Enabled
Required FloridaMaitland W
Indude in flename Florida\Orlando W
Florida\Winter Springs W

w#| Items are of the form Category\Subcategory

In the example below, Category shows the entry to the left of the ‘\" and the Subcategory shows what is
to the right of the ‘\'. If this option is checked and entries are populated in the list options, users will be
able to choose from a list of categories and subcategories like states\cities (i.e. Florida\Orlando).

Location

Category:
Florida

Subcategory:

— Subcategory
Maitland

Winter Springs

T

[Florida\Orlando HE A k=]

= I
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Sharing Existing Attributes

It may be beneficial for users to assign multiple attributes to each Document Type; this equips users to

search for documents in ImageQuest more efficiently. In the following example, we are creating a new
document type called “Health History”. The Administrator may check the box, “Show All Attributes,” to
determine if any existing attributes apply to the new document type. The screenshot below shows the

existing attribute “Patient Name” is checked, assigning it to the “Health History” document type.

Add New Document Type “

INamE: |Health History I

®) By default, allow all users permission to this document type.

By default, do not give permission to this document type.
w#| Allow these documents to be processed by FulText OCR.

The list below shows popular attributes that appear on many of your
current Document Types. Use the Show all Attributes option to
include all available attributes in the list. Check the attributes you
would like to assign to this new Document Type.

| Show All Attributes Select all Unselect All

[l & Patient Mame | ia
| Amount
ChedkMumber
Company
Date of Invoice
Invoice Amount
Invoice Date
InvoiceMumber
Location W

Note: When creating a new document type, any existing attribute that is associated with at least 80%
of existing document types will automatically be selected for assignment to the new document type.
Choose "Show All Attributes" to view all of the existing attributes defined in the system, and use the
check boxes next to each attribute to select if that attribute is assigned to the document type.
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Existing attributes can also be assigned from the document types tab by highlighting a document type,

clicking the drop down arrow, highlighting an attribute and clicking the “Assign” button as illustrated
below.

#®) By default, allow all users permission to this document type

By default, do not give permission to this document type.

Assign attribute to Medical Record

v L e L Add New Attribute. ..

Amount Ll
EheckMumber : Minimum | Maxirum | Indude in Filename
Cornpany Mo
Date of Invoice Mo
Invoice Amount
Invoice Date Mo
| IrvoiceMumber v Mo

Editing, Removing and Reordering Attributes

There may come a time when attributes have to be renamed or removed from certain document types.

In the Document Type, “Health History,” you will see the list of attributes to its right as illustrated below.
The attribute, “Patient Name,” for example, needs to be renamed; the “Edit” attribute feature allows
you to modify certain attribute options. To edit the attribute, double-click it or highlight the attribute
name, right-click on it and select “Edit” from the menu.

Manage Document Types gE\q,
—
Document Types Attributes
Add... Edit... ®) By default, allow all users permission to this document type
Chedk By default, do not give permission to this document type.
Client Directory - - -
Health History Assign attribute to Health Histary
Irvoice ¥ | | Assign Add New Attribute. ..
Medical Record
MFP Scan MName Data Type |Required |Default |Minimum |Maximum | Indude in File
Purchase Order ‘patient Mame Tewt Kin Mo :
Sl . ]
Patient’s Health ##  Edit Ctrl+E Mo

M Remove Ctrl+Alt+R

\b Move Down  Ctrl+D
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In the screenshot below, the original attribute name, “Patient Name,” is displayed.

Attribute Name: |3EENe0E=
Data Type Description
e Text attributes can store a combination of letters, numbers and punctuation, such as
Text descriptions, sodal security numbers, phone numbers, alpha-numeric account numbers, or
MUMmeric any numbers that begin with leading zeros,
_ Examples:
List 003-RBCOS08
123-456-7390

Integer (407) 555-1212
Date & Time Qo7
True/Falze

To rename this attribute, highlight the original name and type in the new name, “Patient Profile,” as

shown below; click “OK”.

Attribute Name:

Patient Profile

Data Type

®) Text
Murmeric
List
Integer
Date & Time

True False

Description

Text attributes can store a combination of letters, numbers and punctuation, such as
descriptions, sodal security numbers, phone numbers, alpha-numeric account numbers, or

any numbers that begin with leading zeros.
Examples:

003-RBCO203

123-456-7390

{407) 555-1212

0oz

Note: The option fields can be modified, but the data type cannot be modified.
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Now you will see the update in the attribute list for the Document Type “Health History” in the
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document types tab as shown below.

Document Types

Add...

Check

Client Directory
Health History
Invoice

Medical Record
MFP Scan
Purchase Order

Attributes

Edit...

Manage Document Types

®) By default, allow all users permission to this document type

By default, do not give permission to this document type.

Assign attribute to Health History

b Assign

Mame Data Type |Required |Default | Minimum |Maximum |Indude i

Add Mew Attribute. ..

Patient Profile aff—— Text Mo

Patient's Health Insurance | Text Mo

Attributes can be unassigned or removed from Document Types. For example, attribute “Patient Health

Insurance Provider” is no longer needed for Document Type “Health History”. Select the Document

Type, right-click the attribute and select “Remove” from the menu. See below.

Document Types

Add...

Check

Client Directory
Health History
Invoice

Medical Record
MFP Scan
Purchase Order

Attributes

Edit...

Manage Document Types

]

®) By default, allow all users permission to this document type

By default, do not give permission to this document type.

Assign attribute to Health Histaory

-

1\ Move Up Ctrl+U

v Assign Add New Attribute. ..
Mame Data Type |Required |Default |Minimum |Maximum | Indude in
Patient Profile Text Mo
iPatient's Health Insurance  Text Mo :
/" Edit Ctrl+E
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The dialogue box, “Confirmation,” below appears to ensure the Administrator wants to remove the
selected attribute. If so, click “Yes”. The Document Type, “Health History,” will now have only one

ImageQuest Administrator’s Guide 15.8

attribute: “Patient Profile”, for indexing.

Attributes can also be reordered for indexing purposes on the document type level. By default, the
attributes are displayed in the order in which they were assigned to the document type. It may make

Are you sure you wish to remove Patient's Health Insurance from the
Health History doecument type?

more sense to have the attributes in a specific order, for example Street, City, State, and Zip. If thereis a

need to reorder attributes, right-click an attribute and select “Move Up” or “Move Down” from the

menu. See below for an example.

Document Types Attributes

Manage Document Types

| add. | | Edi.

Chedk

Client Directory
Health History
Invaoice

Medical Record
MFP Scan
Purchase Order

(@) By default, allow all users permission to this document type

() By default, do not give permission to this document type.

Assign attribute to Health History

|V| | Assign | | Add Mew Attribute. .. |
MName Data Type |Required |Default |Minimum |Maximum |Indude in Filg
Patient Profile Text Mo Mo
Patient's Health Insurance Text No Mo
#  Edit Ctrl+E

-

X Remove Ctrl+Alt+R

1\ Move Up Ctrl+U
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Editing and Removing Document Types

To edit a Document Type, right-click the Document Type and select “Edit” in the menu as shown below.
The “Modify Document Type” window will appear with the Document Type name highlighted. For
example, the Document Type “Health History” is being modified here. Type in the new title, “Patient
Health Record”, and optionally decide whether to allow all users to access this Document Type by
default or to be processed by FullText OCR and click “OK”.

Manage Document Types

Document Types Attributes

| Add... | | Edit... | (®) By default, allow all users permission to this document type

Check () By default, do not give permission to this document type.
Client Directory

Assign attribute to Health History

m v| | Assign || addnew atmbute... |
Medical Record M Delete Ctrl+D

MFP Scan | |Da13 Type |F‘.equired |De1’ault |Minimum |Maximum |Indude in Filg
Purchase Order Patient Profile Text No No
Patient's Health Insurance Text Mo Mo

Mame: | Patients Health Record

&) By default, allow all users permission to this dooument type
By default, do not give permission to this document type.

w*| Allvw these documents to be processed by FullText OCR.

oK | Cancel

Once you click “OK”, you will see that “Health History” has been renamed to “Patient Health Record” as
highlighted below.
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Manage Document Types ERP

Document Types Attributes

| Add... | ‘ Edit... ‘ (@) By default, allow all users permission to this document type

Chedk () By default, do not give permission to this document type.

Client Directory

Invoice Asszign attribute to Patients Health Record

Medical Record | v | Assign | | Add New Attribute. . |

MFP Scan

Patients Health Record .‘_ Mame Data Type |F‘.equired |Def—cxult |Minimurn |Maxirnum |Inl:|ude in Filg
Purchase Order Patient Profile Text Mo Mo

Patient's Health Insurance | Text Mo Mo

To delete a Document Type, locate it in the “Document Types” tab, right-click on it and select “Delete”
in the menu as shown below. The Document Type, “Invoice”, is being deleted.

Manage Document Types %E";
Document Types Attributes
| Add... ‘ | Edit... | (®) By default, allow all users permission to this document type
Chedk () By default, do not give permission to this document type.
Client Directory
Trees Assign atfribute to Invoice
Medical '/' Edit Ctrl+E | W | | Assign | | Add Mew Atiribute. .. |
MFF S ¢ Delete Ctrl+D : — : —
Patien Hame Data Type |ReqL.||red |De1'au|t |M|n|mum |I'~"Iammum |Indude in Filename |In
Purchase Crder InvoiceMumber  Integer Mo fes
Vendor Text Mo Mo
Date of Invoice Date & Time Mo Mo D
Amount Murmeric Mo Mo Ci
Paid Trug/False  No True Mo

87



ImageQuest Administrator’s Guide 15.8

The dialogue box, “Confirmation” appears to ensure that the Administrator desires to delete the
selected Document Type, “Invoice” as noted below. Click “Yes”.

cabinet?

0 Are you sure you wish to delete the Invoice Document Type from the

Note: If a Document Type or Attribute is in use by one or more existing documents, they cannot be
deleted. This also includes documents that have been flagged as deleted.
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Manage Document Groups

Document Groups allow the Administrator to organize documents and further restrict access to Users or

Roles in addition to the permissions set at the Document Type level. Once a Document Group is created

and Users or Roles are added, only Users or Roles in that group can assign documents to the group or

search and view documents assigned to the group.

Click Manage Document Groups as displayed below to Add, Edit or Delete Document Groups.

L% Cabinet: | ImageQuest
ImageQuest

&

Manage Users and Roles

Manage Document Types

Manage Document Groups

@ Bl & &

¥ aE0a

Saved Queries

Document Destruction Rules
Destroy Deleted Documents
QOCR Settings

Attribute Lookup Configuration
Motification Rules

Workflow Settings
Workflow Definitions
Manage File Storage
Configure IQfolder
Configure IQmfp (OXPd)

IQadministrator - O “

Manage Document Groups

Create Document Groups to manage the access users and roles have to documents in the Cabinet. Document Groups can be used to
organize your documents and control access to them in addition to the permissions available on the Document Type.
Document Groups and Permissions

Manage your existing Document Groups in the list below. Click the Edit Mew... Edit...
button or double-click an item to madify permissions.

Document Group is Required

Default Public Group: oW

Mame Roles Users

To create a new Document Group, click “New” to open the “Add Document Group” window as shown

below. The window contains the “Document Group Name” field and two lists, one for all current

ImageQuest “Roles” and one for all current ImageQuest “Users”.
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ImageQuest ~ Manage Document Groups

_;.3, Manage Users and Roles Create Document Groups to manage the access users and roles have to documents in the Cabinet. Document Groups can be used to
_ organize your documents and control access to them in addition to the permissions available on the Document Type.
E%. Manage Document Types

Eé Manage Document Groups Document Groups and Permissions

. Manage your existing Document Groups in the list below. Click the Edit MNew... Edit... Delete
Saved Queries button or double-dick an item to modify permissions.
EE Document Destruction Rules Document Group is Reguired
% Destroy Deleted Documents Default Public Group: alv
‘ﬂﬁ OCR. Settings MName Roles Users
Q, Attribute Lookup Configuration =
. 3 Add Document Group EX
{4 Motification Rules
F"ﬁ Workflow Settings
Document Group Mame
d% Workflow Definitions
This document group is public (all users have access)
G Manage File Storage
r— Select the Roles and Users that are allowed access to this Document Group. This will
% Configure IQfolder allow users to add documents to this Document Group and search for documents in
.;’TE; Configure 1Qmfp (OXPd) this Document Group.
Roles Users
AP AR Administrator
GLProcessor dogden
Indexer jsmith
Management tjones
Sales

oK Cancel

For example, a company receives invoices from three cities: Atlanta, Orlando and Phoenix. Each of these
cities has a Sales Manager assigned to it. Only the Sales Manager and the company’s CFO are allowed
access to the Invoice documents in the Cabinet for each location. The Administrator can create a
Document Group for each location and add the assigned Sales Manager and the CFO to the group to
accommodate this need.

Note: The list of users in each document group must also include the user assigned to indexing
incoming documents. By including this user in each group, the indexer is able to assign incoming
documents to their respective group.

In the screenshot below, “ORL” is entered in the “Document Group Name” field. The Sales Manager
“Bjones”, the CFO “dogden” and the indexer “tjones” are selected in the “User” list. Note that each user
selected receives a check in the box to the left of their name to confirm the selection. Click “OK” to add
the new group to the Document Groups and Permissions list. Clicking “Cancel” will close the “Add
Document Group” window and the group will not be created.
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Document Group Mame |DRJ_

[ ] This document group is public (all users have access)

Select the Roles and Users that are allowed access to this Document Group, This will
allow users to add documents to this Document Group and search for documents in

this Document Group,

Roles |Jzers

[ ] apfar [] administrator
[ ] GLProcessar Bjones

[ ] tndexer dogden

[] Management [] jsmith

[] sales fones

The Document Groups and Permissions list will show each group that has been added and displays the
group “Name” and the names of the “Roles” and “Users” that are members of the group as seen below.
“ORL” is listed under “Name” and “Bjones”, “dogden”, and “tjones” are listed under “Users”. These are
the only Users that are able to assign Invoices to the “ORL” group or search for documents assigned to

the “ORL” group.



ImageQuest

&
E_%‘

el @05 e BE

To edit a Document Group, double-click the group “Name” or select the group and click “Edit” to open

Manage Users and Roles
Manage Document Types
Manage Document Groups
Saved Queries

Document Destruction Rules
Destroy Deleted Documents
OCR Settings

Attribute Lookup Configuration
Motification Rules

Workflow Settings
Workflow Definitions
Manage File Storage
Configure IQfolder
Configure IQmfp (OXPd)
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Manage Document Groups

&

Create Document Groups to manage the access users and roles have to documents in the Cabinet. Document Groups can be used to
organize your documents and control access to them in addition to the permissions available on the Document Type.

Document Groups and Permissions

Manage your existing Document Groups in the list below. Click the Edit | ew | | Edit... | | Delete |
button or double-dick an item to modify permissions. g A

|:| Document Group is Required

Default Public Group: | | ha] | W |
Mame Roles Users
BT dogden, jsmith, Bjones
@ORJ_ Bjones, dogden, Hones
L PHX Administrator, Bjones, tjones

the “Edit Document Group” window. See below. In this window, you can change the “Document Group

Name” or add or remove Roles or Users in the group.

Document Group Mame | (548

[] This document group is public (all users have access)

Select the Roles and Users that are allowed access to this Document Group, This will
allow users to add documents to this Document Group and search for documents in
this Document Group.

Roles Users

[ ] ar/ar [ | Administrator
|:| GLProcessor Bjones

[ tndexer dogden

["] Management [ jsmith

[] sales tjones

oK | | Cancel

The “AP/AR” Role is added to the group.
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Document Group Name |ORL

[ This document aroup is public (all users have access)

Select the Roles and Users that are allowed access to this Document Group,  This will
allow users to add documents to this Document Group and search for documents in
this Document Group.

by Users

[ Administrator
GLProcessor Bjones
[] indexer dogden
[] Management [ jsmith
[ sales tjones
QK | | Cancel

Once all edits are made, click “OK” to save the changes and update the Document Groups and
Permissions list as shown below. Clicking “Cancel” will close the “Edit Document Group” window and
the changes will not be saved.

Manage Document Groups E

Create Document Groups to manage the access users and roles have to documents in the Cabinet, Document Groups can be used to
organize your documents and control access to them in addition to the permissions available on the Document Type.

Document Groups and Permissions

Manage your existing Document Groups in the list below. Click the Edit | Mew... ‘ ‘ Edit... | | Delete |
button or double-dick an item to modify permissions.

|:| Document Group is Required

Default Public Group: | |*:n | W |
Mame Roles Users
@.A‘I‘L dogden, jsmith, Bjones
@DR.L AP /AR Bjones, dogden, tjones
@.PHX Administrator, Bjones, tjones

When a Document Group Name is changed, any documents already assigned to the group will be
updated to reflect the new Document Group Name. When Users or Roles are removed from a group,
they will no longer have access to any documents that are or were assigned to the group.
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To delete a Document Group, highlight the row in the Document Groups and Permissions list and click
“Delete”. A “Delete Confirmation” dialogue box will ask to confirm the deletion. Click “Yes” to delete
the Document Group or “No” to retain the Document Group.

Manage Document Groups _-'55'

Create Document Groups to manage the access users and roles have to documents in the Cabinet, Document Groups can be used to
organize your documents and control access to them in addition to the permissions avaiable on the Document Type.

Document Groups and Permissions

Manage your existing Document Groups in the list below, Click the Edit New. .. Edit...
button or double-dick an item to modify permissions.

Document Group is Required

Default Public Group: W
Name Roles Users
@ATL dogden, jsmith, Bjones
[2 CRL APfAR Bjones, dogden, tjones
PHR AOMINIST ator, BJones, fones
Delete Confirmation H

e Are you sure you wish to delete the ORL Document Group?

A Document Group cannot be deleted if one or more documents are assigned to the group. If the
Administrator attempts to delete a group that has documents assigned, an error dialogue box is
displayed and it includes the number of documents currently assigned to the group. These documents
must be edited to change or remove the group assignment before the Document Group can be deleted.

There is no limit to the number of Document Groups that can be created or Users or Roles that can be
added to each group. In addition, the same Users and Roles can be added to multiple Document Groups
and there is no limit to the number of groups they can be added to.

Document groups can be configured as public groups which gives everyone access to the documents in
that group (assuming the user has document type permissions). There is also an option to require a
document group be selected when indexing a document.
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Manage Document Groups

Create Document Groups to manage the access users and roles have to documents in the Cabinet, Document Groups can be used to
organize your documents and control access to them in addition to the permissions available on the Document Type.

Document Groups and Permissions

Manage your existing Document Groups in the list below, Click the Edit New... Edit.. Delete
button or double-didk an item to modify permissions.

w*| Document Group is Required

Default Public Group: |Public Group [ w
Mame Roles Lzers
@.Cnnﬁdenﬁal Document Management
@.Public Group (all Roles) (all Users)

Please see the ImageQuest User’s Guide for more information on how to add and search for documents
assigned to Document Groups.
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Saved Queries

ImageQuest provides a way for the Administrator to define saved searches that users may use
frequently. A list of frequent searches with their corresponding attribute index fields gives users a
shortcut to locate documents.

Saved Queries use the Parameterized ImageQuest Query Language (P1QQL), pronounced Pickle,
developed by Informa Software. The PIQQL syntax used to execute queries is similar in form to
Transact-SQL. Specifically, it takes on the same basic structure as the WHERE clause of a Transact-SQL
qguery. However, PIQQL is not designed to be a fully-featured data querying language; its purpose is to
mimic the search capabilities provided by the 1Q end-user applications. This means that PIQQL does not
support certain features of a native database query language. In particular, PIQQL does not support
nested queries, Attribute to Attribute comparisons, or embedded expressions. A color coded definition
of the PIQQL query syntax is described below.

Symbol Definition
Query Criteria | “(“ Query “)” (“AND” | “OR”) “(” Criteria “)”
Criteria Attribute Operator Value | Attribute “IN” “(“ ValueSet “)”
Attribute ““ attribute name “]”
Operator B N B L N R B
Value “NULL" | | ParameterPrompt
ValueSet | ValueSet “,”
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ParameterPrompt

“,n ll}l ”

“{“ attribute name “:

The actual value of the Attribute, for example an actual invoice number.

attribute name

The actual name of the Attribute as defined in IQadministrator

The text that appears on the client search screen, for example, Enter an
invoice number.

In practice, the PIQQL query is simply a string of comparisons of the form [Attribute] = ‘Value’, which can

be optionally connected by the boolean AND and OR operators. Parenthesis are optional, but can be

used around any part of an PIQQL query that would itself be a valid standalone query, in order to

enforce proper grouping of the boolean operations. Literal values that are numeric constants do not

require the enclosing quotation marks, but they are always valid. (For non-text Attributes, you must

ensure that the literal value can be converted to the proper type, or the query parser will generate an

exception.) The one exception to this rule occurs with sets of numeric values within a ValueSet; the
PIQQL parser currently rejects a ValueSet for an IN statement if the Values are not contained within

quotations.
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Next to the “Select Query” field, click “New” to create a new query.

Saved Queries

Select Query v [ Mew
Mame ‘\

MCTE: All attribute names used in a saved query are case sensitive,

Query

The screenshot below demonstrates a sample query. For instance, the attribute “Client ID” is used
frequently; therefore, a saved query may be helpful to the user to locate documents easily. The query
syntax is highlighted and entered as [Client ID] = ‘{?Client ID: }. Clicking the “Check
Syntax” button will display the “Parameter Prompt” window.

Saved Queries —

Select Query s Mew
Marme Client ID Search
NOTE: Al attribute names ysed in & saved guery are case sensitive
Query [Client ID]= '{?Client ID: Enter the Client ID}'
Check Syntax h Save Cancel
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Enter a test string as shown below and then click “OK”.

Please supply values for the following query parameters:

T
Enter the Client ID: E

The dialogue box, “Check Syntax,” will inform the Administrator that the query validated successfully as
noted below.

Cuery validated successfully.
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The Administrator is redirected back to the Saved Queries screen as shown below. Click “Save”.

Saved Queries

Client ID Search

NOTE: All attribute names used in a saved query are case sensitive,

-

MNew

[Client IDI= '{?Client ID: Enter the Client ID}'

Save Cancel

See below for other syntax examples for creating new queries.

Query Syntax Example

Result

[Employee Number] = '{?Employee Number:

}I

Prompts the user to enter an employee number
and searches across all Document Types for that
value

[

1IN ('"W-4', 'Form I-9') AND

([Employee Number] = '{?Employee Number:

Y)

Prompts the user to enter an employee number
and searches only the W-4 and Form |-9 document
types for that value

Note: To execute a Saved Query, see the ImageQuest User’s Guide.

Note: Document type names and attribute names are case sensitive in a Saved Query.
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Document Destruction Rules

Document Destruction Rules allow the administrator to create rules to destroy any or all ImageQuest
documents, deleted or not, by Document Type, age and/or custom query. This feature can be useful for
organizations that, due to document retention requirements, must destroy certain documents when the

retention period has terminated. See below.

Document Destruction Rules

General History

Document destruction rules listed below can be modified or previewed using the buttons below the grid. To destroy documents that
a rule applies to, didk on the Preview. .. button and in the window that appears dick one of the Destroy” buttons,

o= New Rule [3 Preview " EditRule ) Delete Rule

Mame Destroy documents ol... | Document age att... [Induded Document Types
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Click “New Rule” to open the Add Document Destruction Rule dialog.

Type a meaningful name in the “Name” field and select which Document Type(s) apply to the rule. In
the “Destroy documents that are older than” section, change the numeric value and select “Days” or
“Years” from the drop-down and then select an ImageQuest Date & Time attribute from the drop-down
list in the “Determine document age using attribute” section.

Rule Details

Mame:

Document Types: Select all | |

[ | chedk [ | patients Health Record
[ ] Client Directory [ | Purchase Order

|:| Invaoice

[ Medical Record

[ ] MFP Scan

Destroy documents that are older than: |? | |Years

Determine document age using attribute: |CreateDateT|mE

[

For example, the administrator wants to create a new rule to destroy all ImageQuest Employee Records
where Date of Invoice is older than 7 days and Active = “False”.

The administrator enters “Invoice Date” for the Name and selects Document Type “Invoice”. The
“Destroy documents that are older than:” value is changed to “7”, “Days” is selected from the drop-
down and “Date of Invoice” is selected from the “Determine document age using attribute” section.

The administrator then clicks “Advanced” to add additional criteria to the rule.

The Advanced section allows the administrator to add an 1QQL (ImageQuest Query Language) query for
the additional criteria.
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In the example below, the administrator enters “Active=False” so the rule will only apply to Invoice Files
where the value for attribute Active is False. After the configuration of the rule is complete, click “OK”

to save the new rule.

Add Document Destruction Rule

Rule Details

Mame:

Invoice Date

Docurnent Types: Select Al

Check

Employves Record
W Invaoice

MFP Scan

Destrov documents that are older than: |7 Days

Determinge document age using attribuke: |Date of Invoice

Specify additional criteria for documents to be deskroved using IQ0L,

Ac tive=FalSE|

Advanced =< I

Clear

Cancel

=
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The rule will be listed in the General tab and the administrator can click “Details” to view and/or modify
the rule configuration, “Delete Rule” to delete the rule or “Preview” to preview and perform the actual
document destruction.

Document Destruction Rules

General History

Dacument destruction rules listed belawe can be modified or previewed using the buttans belows the grid. To destroy documents that a rule applies to, click on the Preview. .. button and
in the window that appears click one of the "Deskrov" butkons.,

Mews Rule B Presieun )I‘ Edit Rule 2 Delete Rule

Mame Destroy documents alder than Dacurment age atkribute Included Docurnent Types

Invoice Date 7 Days Date of Invoice Invoice

In this example, the administrator will run the “Invoice Date” rule.

The administrator selects the rule in the list and the selects “Preview”. A message box will appear
asking the administrator to confirm they wish to load the preview. Clicking “Yes” will load the Preview
Window. Clicking “No” returns the administrator to the Document Destruction screen.

For this example, the administrator clicks “Yes”.

Prewview Documents X

f - i The Invoice Date rule may cover a large number of documents which
' rcan take several minutes to display, e wou sure you wish to load the
previewy for this rule?

The “Preview Documents” window loads and includes the rule name in the title bar. The example below
displays 36 documents. At this point, the administrator has a few different options:

“Destroy All” will permanently destroy all the documents displayed in the grid.
“Destroy Selected” will permanently destroy only the documents highlighted (selected) in the grid.

The “Refresh” button refreshes the current display. The “Print” button allows the administrator to print
the grid if needed. Clicking “x” will close the Preview Documents window. None of these actions will
destroy any documents.

For this example, the administrator will select “Destroy All”.
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Prewview Documents [Invoice Dake] ] n
Horme: Grid
"
A
Destroy  Destroy  Refresh
Al Selected
b4 = (9 Eﬂ CreateDabeTime PageCount  |DocumentType | DocumentGroup InvoiceMumber | Yendar Date of »
] ‘@ 1/14/2014 4:06:06 PM 2 Inwoice ;
'@ 1/14/2014 4:06:09 PM 2 Inwoice
@ 1114/2014 4:06:14 PM 2 Inwoice
'@ 1/14/2014 4:06:21 PM 2 Inwoice
E 1114/2014 4:06:25 PM 2 Inwoice
@ 11142014 4:06:30 PM 2 Invoice
'@ 1/114/2014 4:06:35 PM 2 Inwoice
@ 1/114/2014 4:06:39 PM 2 Inwoice
@ 2lef2014 3:06:27 PM 4 Invoice
& T zfeiz014 3:21:09FM 4 Inwoice
& T zfefeni4 3:z2:34 PM 1 Irwoice
& T zlerznid 3:25:31 PM 4 Irwoice
@ 2/11/2014 1:49:09 PM 1 Inwoice
@ 2/11/2014 1:52;42 FM 1 Inwoice W

When the administrator selects “Destroy All” or “Destroy Selected”, the message below is displayed.

Permanently Destroy 3

. The destroy operaticn is permanent and cannot be undone, You must
_l_5 be absclutely certain that the documents to be destroyed are ne longer
needed in the systern before continuing with this cperaticn.

Are you sure you wish to continue?

Click “Yes” to continue and perform the operation.

Click “No” to cancel the operation and return to the Preview Documents window and none of the
documents will be destroyed.

For this example, the administrator selects “Yes”.

When the operation is complete, the Preview Window will display the results.
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The “Destroy All” selection destroyed all 36 documents in the grid, so the Preview Window has 0
documents to display. If the administrator had selected 12 of the 36 documents and chose “Destroy

Selected”, the Preview Window would display the remaining 24 documents once the operation was
complete.

The History tab contains a history entry for each Destroy Deleted Documents operation performed and
includes the RunDateTime, Rule, Username and Results columns. The IQQL query used for the

operation is also displayed. The administrator can select an entry in the grid to view the details for the
History entry.

Document Destruction Rules

General | Histary

Rule execution histary Igl

RunCateTime - |Rule Username Resulks

52812014 11:09:49 Al Invoice Date INFORMAYnsouthard on EXAMPLE-SE... 36 selected, 36 destroved, O Failed
DocumentType IM [('Inwvoice'l AND ([CreateDateTime] <= 'S/26/2014 11:09:49 AM'D)

52812014 11:06:16 Al Invoice Date INFORMAYnsouthard on EXAMPLE-SE... O selected, O destroyed, 0 Faled
DocumentType IM [('Inwvoice'l) AND (Actiwve=False] AND ([[Date of Inwoice] <= '5/27/2014 11:06:16 AM')

5212014 10:25:23 AlM [S%¥STEM] - Destroy deleted documents INFORMAYnsouthard on EXAMPLE-SE... O selected, O destroyed, 0 Faled

([Deleted] = Truel AND ([CreatebateTime] <= '1/25/2014 10:25:23 AM']

History entry details
RunDateTime: [5/28/2014 11103145 AM

Rule: Imvoice Date

Username: INFORMAN Nsouthard on ExXaMPLE-SERWER

Details: DocumentType IM ('Inwoice'l AND ([CreatebDateTime] <= '5/26/2014 11:09:45% AM')
Resulks: 38 selected, 26 destroyed, 0 failed

Note: The administrator can preview documents to be destroyed in IQadministrator from any

machine, but the actual Destroy operation can only be performed from IQadministrator on the
ImageQuest server.
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Destroy Deleted Documents

ImageQuest has the following feature: Destroy Deleted Documents, which allow documents and related
data to be permanently “destroyed”. When document destruction is performed on a group of
documents, the documents and document data are physically and permanently destroyed. Destroyed
documents can longer be accessed in ImageQuest and also cannot be restored.

Destroy Deleted Documents allows the administrator to permanently destroy all or certain documents
that have been flagged as “Deleted” in ImageQuest.

Destroy Deleted Documents %

Destraying deleted documents will permanently destroy all documents that have been marked as deleted in the
system according to the criteria spedfied below, This cannot be undone and will result in permanent data loss.
Please ensure that all documents marked as deleted which meet the criteria spedified here can be safely
destroyed before taking this action.

Choose an option

® [Destroy deleted documents that were created | 120 Days |+ | ago.
Destroy all deleted documents in the system. @ Preview
. . =]
Rule execution history Lo
RunDateTime w |Rule zername Results

History entry details
RunDateTime:

Rule:

Username:

Details:

Results:
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The “Choose an option” section allows the administrator to determine which deleted documents can be
destroyed: documents created a certain number or Days\Years ago or all deleted documents in the
ImageQuest system.

The “Destroy deleted documents that were created... ago.” option is based on the ImageQuest
“CreateDateTime” system attribute assigned to a document. The administrator can change the numeric
value and select “Days” or “Years” so the ImageQuest system will know how far back to search for
Deleted documents.

In the example below, the administrator wants to destroy all deleted documents that were created 7
days ago. The administrator selects the “Destroy deleted documents that were created... ago” option,
enters “7” in the numeric field and selects “Days” from the drop-down.

Destroy Deleted Documents %

Destroying deleted documents will permanently destroy all documents that have been marked as deleted in the
system according to the criteria spedfied below. This cannot be undone and will result in permanent data loss.
Please ensure that all documents marked as deleted which meet the criteria spedified here can be safely
destroyed before taking this action.

Choose an option

#® [Destroy deleted documents that were created |7 Days |+ | ago.

Destroy all deleted documents in the system. B Preview

The administrator can then click “Preview” to open the “Preview Documents” window to see all the
documents flagged as deleted that meet the criteria. The example below displays 4 documents. At this
point, the administrator has a few different options:

“Destroy All” will permanently destroy all the documents displayed in the grid.

“Destroy Selected” will permanently destroy only the documents highlighted (selected) in the grid. The
administrator can hold down the CTRL key to select multiple documents.

The “Refresh” button refreshes the current display.
The “Print” button allows the administrator to print the grid if needed.

Clicking “x” will close the Preview Documents window and will not destroy any documents.
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For this example, the administrator will select “Destroy All”.

Preview Documents [[SYSTEM] - Destroy deleted documents] o “
Home Grid
= ™
= A
Destroy Destroy  Refresh
All Selected
x = (9 ﬁj CreateDateTime PageCount |DocumentType | DocumentGroup Amount  |Date of Invoice | InvoiceMNumber
.4 [# 5/15/2014 10:15:13 AM 500 MFP Scan i
x = (9 [#E| 5/18/2014 1:31:55PM 2 Invoice Confidential Document
x = M5  5/20/2014 9:25:03 AM Invoice Confidential Document . $545.00 5/20/2014 78
x = @ 5/20/2014 10:51:38 AM 3 Invoice Confidential Document . §766.00 1f15/2011 33

Results: 4of 4

When the administrator selects “Destroy All” or “Destroy Selected”, the message below is displayed.
Click “Yes” to continue and perform the operation.

Click “No” to cancel the operation and return to the Preview Documents window and none of the
documents will be destroyed.

For this example, the administrator selects “Yes” to perform the document destruction.

i I—

Permanently Destroy 3

The destroy cperation is permanent and cannct be undene, You must
ke absolutely certain that the documents to be destroyed are no longer
needed in the system before continuing with this cperation,

Are you sure you wish to continue?

ves || Mo
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When the operation is complete, the Preview Window will display the results.

The “Destroy All” selection destroyed all 4 documents in the grid, so the Preview Window has 0
documents to display. If the administrator had selected 2 of the 4 documents and chose “Destroy
Selected”, the Preview Window would display the remaining 2 documents once the operation was
complete.

Preview Documents [[SYSTEM] - Destray deleted documents] ] “
Horme: Grid
= I
= A
Destroy  Destroy  Refresh
Al Selected
b4 = (.9 ﬁj CreateDateTime PageCount DiocumentType DiocumentGroup

Results: 0 of 0
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The “Rule execution history” section contains the history of each Destroy Deleted Documents operation
performed and includes the RunDateTime, Rule, Username and Results columns. The IQQL query used
for the operation is also displayed. The administrator can select an entry in the grid to view the details
for the History entry.

Rule execution history !gl

RunCateTims + |Rule Lsernane Results

5/28/2014 11:12:00 AM [S¥STEM] - Destroy deleted documents INFORMAIRsauthard on EXAMPLE-S... 1 selected, 1 destroved, 0O Failed
[[Deleted] = Truel AND ([CreateDateTime] <= 'G#21,/2014 11:12:00 AM'])

S/zalz014 11:09:49 AM Invoice Date INFORMA nsouthard on EXAMPLE-5.,. 36 selected, 36 destroved, O Failed
DocumentType IN ('Imvoice'l AND ([CreateDateTime] <= 'S26/2014 11:09:42 am')

S/262014 11:06:16 AM Invoice Date INFORMAnsouthard on EXAMPLE-S... O selected, 0 destroved, 0 Failed
DocumentType IN ['Inmwvoice'] AND [Actiwve=False] AND ([Date of Inwvoice] <= '5/27/2014 1l:06:1c AM')

S/28/2014 10:25:23 AM [S¥STEM] - Dastroy deleted documents INFORMARsouthard on EXAMPLE-S.,. O selected, O destroved, O Failed

[([Oeleted] = Truel AND ([CreatebateTime] <= '1/28/2014 10:25:23 AM'])

History entry details
RurDateTime: |5/28/2014 11:12:00 AM

Rulle: [SvSTEM] - Destroy deleted documents

Lsernarmne: INFORMANNSOUThard on ExAMFLE-SERWER

Diekails: [[Deleted] = Truel AND [[CreateDateTime] <= '5/21/2014 11:1z:00 AM'])
Resulks: 1 selected, 1 destroyed, 0 failed

If “Destroy all deleted document in the system” is selected, the Preview Documents window will display
every document that is flagged as Deleted in ImageQuest. The administrator will have the same options
as shown in the previous examples and the Destroy Deleted Documents operation will be logged in the
history.

Note: The administrator can preview documents to be destroyed in IQadministrator from any
machine, but the actual Destroy operation can only be performed from IQadministrator on the
ImageQuest server.
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OCR Settings

OCR Settings allows the administrator to enable or disable OCR features and manage the 1Q OCR Full
Text Service.

OCR Settings /_A#
Management | QCR Queue Fulltext/QCR. Errors
QCR Fulltext Settings Manage Service

Enabled Service Status: Running

|:| Preserve Original Orientation

| Start | | Stop | |F‘.E513rt| | Refresh |

To enable or disable Fulltext, check or uncheck the box and click “Apply”.

The Fulltext feature gives you the option to keep your original document orientation by using the

Preserve Original Orientation option. If this is not checked, the OCR service may re-orient pages so that
their texts are right-side-up.

If you make changes and click Apply, The message below will appear notifying the administrator that the
changes will not take effect until the current OCR cycle is complete.

Your settings will not take effect until the current OCR cycle is
complete,
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The Manage Service feature allows the ImageQuest Administrator to confirm the status of the IQ OCR
and Full Text Service and Stop, Start and Restart the service as needed. Client machines can also
manage the service remotely provided their Windows user account has permissions to start and stop
services on the ImageQuest server.

The OCR service benefits from multi-core, hyper-threaded and multi-CPU systems (up to 4 cores)
resulting in much faster processing times.

There are two other tabs under the OCR settings menu (resulting in 3 total tabs under the OCR Settings
menu) : OCR Queue and Fulltext/OCR Errors. The OCR Queue shows the list of documents across all
ImageQuest cabinets that are waiting to Full-Text extracted and the document currently being
processed highlighted in yellow.

Double clicking on a row will launch the application associated with the file type allowing you to view
the image.

OCR Settings Aﬁ

Management OCR Queus Fulltext/OCR Errors

Crdinal =« |OCR Type | Cabinet DocumentType  |FileType | PageCount | Size (MB) | CreateDateTime Document Id

[i} FullText ImageQuest Clinical Evaluation PDF 1 4,61 10/23/2015 1:56 PM 030f929b-c4d0-9e44-b1af-db
1 FullText ImageQuest Clinical Evaluation PDF 1 4,61 10/23/2015 1:56 PM | 695089 1-ddoc-4d80-8887-13
2 FullText ImageQuest Clinical Evaluation PDF 1 4,61 10/23/2015 1:56 PM | 3cd95a4b-6ocb-42fe-afsf-a3]
3 FullText ImageQuest Clinical Evaluation PDF 1 4,61 10/23/2015 1:55 PM | 92beace7-792d-966c-a088-0¢
4 FullText ImageQuest Clinical Evaluation PDF 1 4,61 10/23/2015 1:55PM | 1cb00326-0dc7-4f1f-a116-03
5 FulText ImageQuest Clinical Evaluation PDF 1 4.61 10/23/2015 1:55 PM  4750b1f7-e13f-4d0f-9f76-330
5] FulText ImageQuest Clinical Evaluation PDF 1 4.61 10/23/2015 1:55 PM | 32ab25e2-5f1c-41f3-92a9-4c
7 FulText ImageQuest Clinical Evaluation PDF 1 4.61 10/23/2015 1:55 PM  a20ee7f3-1766-4850-a0d4-b
< >
Total Count: 8 Refresh
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The “Fulltext/OCR Errors” tab shows a list of documents that have failed the OCR process for one reason
or another. Records in this view can also be double-clicked on to view the failed document. There is an
option at the bottom of the window to reprocess the selected documents which may or may not re-OCR
successfully depending on what the original error message was.

OCR Settings Aﬁ'
Management | OCR Queus | Fulltext/OCR Errors |
Document ID |DommentType |Fi|eTy|:|e |CreateDateT|me Failed Message
753 1e4c3-4a93-4d31-b582-71ech334f17a Invoice DOC 10222015 5:02 PM  10/22/2015 5:02 PM  IFilter extraction failed to generat]
3c06ecfa-6739-4234-8fb8-3e87deTcfcse  Invoice XLSX 10222015 5:01 PM | 10/22/2015 5:01 PM | IFilter extraction failed to generat]

>

<
and dear Clear Selected Clear All Refresh
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Attribute Lookup Configuration

Attribute Lookup Configuration allows the ImageQuest administrator to configure and manage Attribute
Lookup settings from IQadministrator. This leverages an external data-source for retrieval of
information but it cannot be used to update the originating data-source.

Note: Any lookups that were previously configured before upgrading to version 11.3 will need to be
reconfigured manually.

Attribute Lookup Configuration Q
Create a new lookup configuration. .. W

Select an attribute name to modify or test the current attribute lookup configuration.

Key Field: W

Optional Field Mappings

115



ImageQuest Administrator’s Guide 15.8

To create a new lookup, first select an ImageQuest Attribute to be used as the Keyfield. FirstName is
selected in the example below. Click OK to continue and to configure the lookup.

Create & new lookup configuration. .. | W |

Select an attribute from the list below and dick
0K to configure a lookup for the attribute.

Amount ~
CheckMumber

Company

Date of Invoice

Department

Firsthlame

InactiveDate

Inwvoice Amount

Invoice Date

InvoiceMumnber

LastMame i

Next, select an ODBC Connection String for the data source from the drop-down. The list provides some

commonly used ODBC string templates that may be used. If you do not see an ODBC Connection string
for your type of database, one can manually be typed in.

ODBC Connection String

| | v | Test L

Driver={30QL Server};5erver =SERVERMAME ;Database=DATABASEMAME; Uid =USERNAME;Pwd =PASSWORD;

Drriver ={Microsoft ODBC for Orade};Server =myServer Address; id=myllsername;Pwd =myPassword;

Diriver ={MySQL ODBC 3.51 Driver}; Server =data.domain. com;Port=3306;Database =myDataBase;User =mylUsername;Password =myPassword; Option =3;
Diriver ={Micrasoft Excel Driver (*.xds)};Driverld=790;Dbg=C: MyExcel. xs; DefaultDir =c: \mypath;

Diriver ={Micrasoft Text Driver (* tut; *.csv)};Dbg=c:\bxtFilesFolder\;Extensions =asc,csv, tab, bt;

Diriver ={Microsoft Access Driver (*.mdb)};0bg=C:\mydatabase. mdb;Uid =Admin;Pwd =;

DSM=D=zn_MName;JID=userid;PWD =passward;

Configure the ODBC Connection String by providing the required parameters for the chosen connection
string. Click “Test” to test the connection and confirm it is valid and then click OK to continue.

o Connection string is valid
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Enter the SQL query to be used by the Attribute Lookup to retrieve records from the data source. Click
the “Insert Token” button to add the keyfield to the select statement in the proper syntax. In the
example below, “[%FirstName%]” is added. The apostrophes are needed because the keyfield is a text
value and the extra percent to the right is needed because of the LIKE operator.

Query
SELECT FirstName, LastName, DepartmentName, 35N, SupervisorName FRCM Emplovee WHEERE -

Firstlame Like '|E)3Rsiucbii=g)s "

Insert Token

R PP ST P R S RTINS e P #*"M“ﬂ"“ b

The Optional Field Mappings section allows the ImageQuest administrator to map a data source column
(Source Field Name) to an ImageQuest attribute (Attribute) if the names are not the same.

Optional Field Mappings

*

Source Field Mame Attribute
DepartmentMame Department
SupervisorMame Supervisor
& b
The Test Input section provides the option to test the Attribute Lookup configuration. In the example
below, “j” is entered to lookup any FirstName that begins with the letter j. Click “Test” to perform the
lookup.
Test Input
i a |_ Test
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The Attribute Lookup will perform the query on the source and provide a preview of the results. In this
example, the lookup by letter “j” returns four unique records. Click Close to close the results window

and click “Save” to save the Attribute Lookup Configuration.

!

Attribute Lookup Results @
- header here to group by that column
FirstMame LastMame Department 55N Supervisor
p Jeff Jones Client Services 987-65-4321 Jayne Smith
Johin Srith Software Devel... | 123-45-6739 Bob Thomas
John David Purchasing 234-56-7320 Mike Martin
James Smyth HR. 098-75-5431 Carl Myers

Close
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Notification Rules

Notification Rules allow the ImageQuest administrator to setup an e-mail alert mechanism when a
specified date attribute falls between today and a fixed number of days in the future, with optional
recurrences. Documents that meet this criteria will be placed in the IQ user or role’s Work Queue in
IQdesktop and an e-mail will be sent to the user(s) with a link to the document in WeblQ.

—
Notification Rules @
;.
o= MewRule o EditRule )€ Delete Rule
Mame Date Attribute Days Motice Days Recurring Message
: Contract Expiration { TransactionDate 120 15 This contract will expire in 120 days
Invoice Payment Due | Date of Invoice 10 2 Invoice payment is due in 10 days or less
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To create a new rule, click the New Rule button. The example below shows a sample rule which does
the following:

e Monitors the attribute called TransactionDate for documents that will expire within 120 days
from today’s date

e Sends an e-mail to all members of the GLProcessor (Role) with a link to the document in WeblQ

e Arecurring email will be sent to all members of this role every 15 days after the initial e-mail is
sent.

e The document will be routed to the work queue for all members of this role

e This rule will only be triggered when the Document Type is equal to Contract and the Not
Renewing True/False attribute is not set to True.

Motification Rule Details

Rule Details

Mame:

Conkract Expiration

Apply bo attribute: | TransactionDate W
Days notice: 120 :
Recur every 15| 5 | days (0 For no recurrence)
Motify: |GLProcessor (Role) W
Message

This contract will expire in 120 days or less,

Specify additional crikeria For notification using IQOL

[Document Typel="Conkract; and {[Mok Renewing]=0 or [MNot renesing]=
MULLY

Advanced << Cancel

Note: Notification Rules will only be triggered when the attribute date is in the future. The
notification rule engine processes documents every 60 minutes from the time the 1Q application
service is started.
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Workflow Settings*

Accounts Payable Workflow is designed to help you capture invoice data necessary for approvals and
voucher entry into your ERP or accounting system. Data typically captured includes vendor, invoice
date, invoice number, purchase order number and invoice total. The invoice may then be routed for
approval to any number of users using ImageQuest’s built-in ad-hoc workflow. General ledger codes,
which are linked directly from your ERP or accounting system for validation, may be added at any step in
the process. Once approved, a voucher will be created which may be posted to your ERP or accounting
system for payment. Integration is possible with any system which will accept an XML or CSV file for
voucher import. If desired, a record of the entire transaction may be recorded in ImageQuest at
completion of the workflow.

Workflow Definitions*

Building on the ad-hoc variety of workflow described above, Workflow Definitions allows administrators
to create automated workflow processes based on your current manual processes. Based on
information such as vendor or invoice amount, the system will automatically move the invoice through
each step of the process. This approach virtually eliminates any human decisions as to where the
invoice goes next, providing a consistent and robust solution to your accounts payables approvals
process.

Workflow Definitions are highly customizable and may be used to automate processes around any
documents types. Workflow Definitions can be configured to

e Set attribute values dynamically based on values of other attributes

e Generate approval tasks and route them to users or roles based on conditional logic

e Create parallel tasks

e Send notifications based on conditional logic

e Rotate pages

e Assign general ledger coding tasks

e And more!

For documentation, refer to the ImageQuest Custom Workflow Guide.

*Please contact Informa Software’s Sales or Client Services team for additional information.

121



ImageQuest Administrator’s Guide 15.8

Manage File Storage

IQadministrator easily allows the Administrator to manage the storage and location of files. Click

Manage File Storage to access the Manage File Storage screen as illustrated below.

The settings tab displays the “Status” of the storage location and indicates whether it is Online

(available) or Offline (not available). This can be helpful when troubleshooting issues with access to

ImageQuest documents.

For the Status to show as “Online” the Storage location must be accessible from the ImageQuest server
and the Service Account must have read\write access to the folder.

a=y

&
E_%'

ol & 50 &

{(Zz Cabinet: | ImageQuest

ImageQuest

Manage Users and Roles
Manage Document Types
Manage Document Groups
Saved Queries

Document Destruction Rules
Destroy Deleted Documents
(OCR Settings

Attribute Lookup Configuration
Notification Rules

Workflow Settings
Workflow Definitions
Manage File Storage
Configure IQfolder

Settings Encryption Encryption Erraors

IQadministrator - 0O X

Manage File Storage

Files are stored in the location identified below. You may change the location where
ImageQuest stores files by dicking on the Change button below.

Security Note:

If you choose to store your files on a network location, you will need to change the account
used by the IQ Service Host on the ImageQuest server to a domain account with the necessary
credentials to access the network file storage location,

Storage location E:\ImageQuestimages Change...
Total items 10 Refresh
Status Online

The “Storage location” field shows the current location where the files are stored. The “Total items”

value shows the total number of files in the “Images” folder; the “Refresh” button allows the

Administrator to update the “Total items” count.
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To change the “Storage location”, click the “Change” button as illustrated below.

Manage File Storage

Files are stored in the location identified below. You may change the location where
ImageQuest stores files by dicking on the Change button below,

Security Note:

If you choose to store your files on a network location, you will need to change the account
used by the I Service Host on the ImageQuest server to a domain account with the necessary

credentials to access the network file storage location,
| Change...

Storage location C:\Program Files (x3a8)\Informa Software \ImageQuestiIm

al items 140

Note: The storage location is exclusive to ImageQuest, with its own folder structure, and should not
be modified in any way.

The “ImageQuest Storage Provider Update Wizard” guides the Administrator through the process of
changing the file storage location. Read the highlighted notes carefully and click “Next” to proceed.

Storage Provider Update Wizard et

ImageQuest Storage Provider Update Wizard

This wizard will assist you in maving your ImageQuest documents to a new
physical storage location. This wizard will step you through the process of
poirting ImageQuest to the new location of your stored documents.

IMPORTANT NOTE:
This wizard will NOT change the physical location of any documents. The
documents are assumed to be already located at the new root path being
specified. ¥ the new roat path is physically distinct from the old roct path.
you must move or copy the files prior to running this wizard!

I you are certain the stored documents are present at the new root location,
click "Next” to continue.

Cancel
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The “Current Root” field, highlighted below, shows the current location of the 1Q files. To change the
folder, either type in the new path or click “Browse” to choose a new root file path.

rstange Prenader Update Wizard E
ImageQuest Storage Provider Update Wizard

Erber [0 upe “Browse™ bo find) the rewy rock e path for the sborege peovader:

Curert Foct C:\Progeam Files pEMrfaima Soltware\lmageluest\lmages

.' Browse. . "

‘when you procesd, the Update Wizard waill check for flles which ane mesing
Hroem the new ool path. This process may Lake seweral minubes, depending on
the size of your document shore,  'When pou ane ieady, chick "Het ' lo
procesd.

Hew Fioct

ccBock || Mext > Cancel

Enter the new root folder in the “New Root” field as displayed below. Click “Next” to proceed

Storage Provider Update Wizard ==
Imageluest Storage Provider Update Wizard

Ender [or use "Browse' bo fird] the neve ool e path for the slonage provader
Curtent Foot C:\Prrogeaen Fibes [#B5N rioema Software’\mage(iuedimage:

Mew Rioct | D:¥maged |

‘when you proceed, the Update 'Wizard vall check for hles which ae meisng

froen the new oot path. This process may take sevesal minutes, depending on
the gize of pour document doee.  When pou aie ready, chick "Ned ta
procesd,

<« Back Mok > Cancel
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The “ImageQuest Storage Provider Update Wizard” screen prompts the Administrator to update the
new file storage root. Click “Finish” to complete this operation as shown below.

Storage Provider Update Mizard @
ImageQuest Storage Provider Update Wizard

The Update Wizard iz how ready to update the storage provider to paint to
your new file storage root. To complete this operation, click "Finish”, Once
woul finish this operation, it cannot be undone.

<+ Back Cancel

The Manage File Storage screen below now displays the new “Storage location”.

Manage File Storage m

Files are stored in the location identified below, You may change the location where
ImageQuest stores files by clicking on the Change buttan belaw,

Security Note:

If wou choose ko store wour Files on a network lacation, you will need to change the account
used by the I Service Host on the ImageQuest server to a domain account with the necessary
credentials to access the network file storage location,

Storage location DiiImages Change...

Total items 73 Refresh

Note: The “Storage Provider Update Wizard” does NOT move any files; it simply allows the
Administrator to redirect the physical image storage location for new documents. The Administrator
must manually move the existing root folder to the new storage location.

Note: If a network storage location will be used for storage, the IQApplication service will need to
have a user account with full control of the shared location. Please see the Advanced Configuration

topic.
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File Storage Encryption

The Encryption tab allows the administrator to encrypt the ImageQuest files on disk when at rest by
using a certificate. To setup a certificate for encryption, the certificate must be added to the local
machine > personal certificate store, and the private key of the certificate must have the decryption key
usage specified. If a certificate does not meet these conditions, it will not appear in the certificate
dropdown control. Self-signed certificates are allowed, and the expiration date of the certificate does
not matter.

An acceptable certificate can be created using the New-SelfSignedCertificate powershell command from
the ImageQuest server (e.g., New-SelfSignedCertificate -CertStoreLocation "Cert:LocalMachine\My" -
Subject "ImageQuest Encryption Certificate").

Once the certificate has been installed on the server, click the Change button next to the Thumbprint
field.

{2 Cabinet: | ImageQuest v IQadministrator - 0 %

ImageQuest ~ Manage File Storage

Settings Encryption Encryption Errors

E\ Manage Users and Roles

=& Manage Document Types
Ei‘ g Ve The ImageQuest files stored on disk are encrypted or dearypted using the information below,

Fﬁ Manage Document Groups
Saved Queries WARHNING:
_ ) If any certificate used for encryption becomes lost or destroyed, documents will become UNUSABLE and
EE Document Destruction Rules UNRECOVERABLE. Informa Software is not responsible if this occurs. It is highly recommended to keep a
backup of all certificates used for ImageQuest encryption.
% Destroy Deleted Documents
Pﬂ OCR Settings Enabled False
qQ, Attribute Lookup Configuration Thumbprint
@ Motification Rules .
Number of items left to decrypt 0
F'_ﬂ Workflow Settings Number of encryption errors 0 Refresh
r_‘?b Workflow Definitions
Settings History
Q Manage File Storage
DateTime Changed | Username
’; Configure IQfolder
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A pop-up box will appear and allow you to enable encryption and to select the certificate that you would
like to use to encrypt the cabinet images.

Encryption Settings

The ImageQuest files stored on disk are encrypted or decrypted using the controls below. A badkground service will
begin encrypting documents after dicking enabled, selecting a certificate, and then dicking save. If a certificate is
changed and saved, the badkground service will begin decrypting documents with the old certificate and then
encrypting them with the new certificate. If enabled is unchecked and saved, the background service will begin
decrypting documents,

To setup a certificate for encryption, the certificate must be added to the local machine = personal certificate store,
and the private key of the certificate must have the decryption key usage. If a certificate does not meet these
conditions, it will not appear in the certificate dropdown control, Self-signed certificates are allowed, and the
expiration date of the certificate does not matter. An acceptable certificate can be made using the Mew-
SelfSignedCertificate powershell command (e.q., Mew-SelfSignedCertificate -CertStoreLocation "Cert:LocalMachine
My™ -Subject “ImageQuest Encryption Certificate™).

| Enabled
Certificate: v
Issued To Expiration Date
* informasoftware. com 10/4/2023 2:05:06 PM
ImageQuest Encryption Certificate 1112024 4:45:55 FM —
x

Choose the certificate that you want to use and then click the save button. A final warning box will
appear. Click Yes to continue or No to cancel the action.

Save Encryption Settings

WARMIMG:

If any certificate used for encryption becomes lost or
destroyed, documents will become UMUSAELE and
UNRECOVERAELE, Informa Software is not responsible if this
occurs. It is highly recommended to keep a backup of all
certificates used for ImageQuest encryption.

Are you sure you wish to continue?

e
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Clicking the Yes button will bring you back to the main screen of the encryption tab. The thumbprint of

the selected certificate will now be listed along with the number of items left to encrypt. This number

represents all the records in the cabinet, including all document revisions and all deleted documents.

The bottom part of the window keeps track of any changes to the encryption settings and logs what
changes were made, and which Windows user made the change.

(32 Cabinet:| ImageQuest

MEWP L

G o & x

ol & 80 &l

ImageQuest

Manage Users and Roles
Manage Document Types
Manage Document Groups
Saved Queries

Document Destruction Rules
Destroy Deleted Documents
OCR Settings

Attribute Lookup Configuration
Motification Rules

Workflow Settings
Workflow Definitions
Manage File Storage

Configure IQfolder

IQadministrator - 0

Manage File Storage

Settings Encryption Encryption Errors

The ImageQuest files stored on disk are encrypted or decrypted using the information below.

WARNING:
If any certificate used for encryption becomes lost or destroyed, documents will become UNUSABLE and
UNRECOVERABLE. Informa Software is not responsible if this occurs. It is highly recommended to keep a
backup of all certificates used for ImageQuest encryption.
Enabled True

Thumbprint | 3012E884040 35838C 52E00EFS0EED7720A038F 5A

Number of items left to encrypt 10

Mumber of encryption errors v} Refresh
Settings History
DateTime Changed | Username
1/11/2023 4:43:17FM INFORMA\gbadmin on IQ158TEST

Enabled changed from False to True
Thumbprint changed to 2012E38404D3583BCS2EQ0EFI0EEQNTT20A03BFSA

Note: Encryption will start as soon as the enabled setting has been set to true. If at any time

encryption is disabled, the ImageQuest service will immediately start to decrypt all of the images.

If the certificate is changed for any reason by an IQ administrator, such as for being compromised, the

service will decrypt each document with the current certificate and then re-encrypt the document

with the new certificate. It is important not to delete the old certificate until all of the documents

have been re-encrypted.

If any certificate used for encryption becomes lost or destroyed, documents will become UNUSABLE
and UNRECOVERABLE. Informa Software is not responsible if this occurs and will be unable to assist
in recovery in any way. It is HIGHLY RECOMMENED to keep a backup of all certificates used for

ImageQuest encryption.

Documents that have been encrypted can only be viewed by using ImageQuest clients such as
IQdesktop and WeblQ, or by programs using the ImageQuest API.

File Storage Encryption must be licensed in order for the tabs to show in IQadministrator.
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Encryption Errors Tab

Any errors that occur during encryption/decryption operations will be logged under the Encryption
Errors tab.

ImageQuest ~

Manage File Storage O
Pre——— Setigs | Enion | vt
[ Manage Cocument Types

[ Manage Cocument Grous

001100024 19b5a33-60054863-80 12007197
1
75 4008 Sbed <3 182604700

from FieStoraerovider. Mo certiicate was found for the thumborint SIS4AZF 47099443 IAF
340- 12fa-4080-31F4.0b5275 169502, No certicate was found for the Sumbprint CDIFFB3SEF

R sovedQueres b 1)00110001100010001002

f Destoy Deleted Cocuments

74787-25ccs00d:
2 10066 000100011000 110001\)002\6ce5225- 1 7af532574

Ao ocR sets

@ Attibute Lockup Configuration

flow Settrgs

fow Defritons

eam fram FleSorageProvder. No certiicate was found for the umbprint 3534EDC 45 1£.2825SE000 SEDAC
from FleStorageProvider.

1df 1265946 from FieStoragebrovider. No
1819456 eam fram FieStor e

r. No cert

336

from FleStorageProvider. No certficate was found for the humbgxint 353EDCAS IE2

Reprocess Slected || Reprocess Al

Clear Selected Cox 4 Refresh

Certain errors may be reprocessed once the issue is fixed, such as “No certificate was found for the

thumbprint xxxxxxx”, by using the reprocess buttons at the bottom of the screen. The Clear selected and
Clear all buttons can be used to remove the failed documents from this view.
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Configure IQfolder

IQfolder is a service that runs on the 1Q Server to poll user defined folders for .TIF and .PDF files making
them accessible from the Indexing Queue in IQdesktop.

Note: .TIF and .PDF files should be saved as multi-page files in order for the scan to show up as a

single document in the Indexing Queue.

The first configuration step is to create the folder locations where scanned .TIF or .PDF images will be
saved. IQfolder supports an unlimited amount of folders.

Configure the folder location path in IQadministrator; select Configure IQfolder as shown below. Read
the highlighted notes in the window for more information.

(G2 Cabinet: | ImageQuest W Iadministrator - B n

[=]
ImageQuest ~ Configure 10folder r:*

IGFalder will monitor the locations listed below and assign the scanned images Found there to the user or role associated with it

Manage Users and Roles

MOTE: The Folder locations must be relative ko the server where the IGfolder service is installed. The IGfolder service cannot access netwark shares by default. In order to use

Manage Document Types
a netwark Folder change the Log On user For the IGFolder service From Local System to an account with access to the network Folders.,

Manage Document Groups

Saved Queries Add Edit

PEHEPL

Document Destruction Rules Folder  Resource Resource Type Batch Document Type
Destroy Deleted Documents

OCR Settings

Bl & &

Attribute Lookup Configuration

Motification Rules

o}

WaorkFlow Settings

WWarkflow Definitions

& 30 &5l

Manage File Starage

Configure IQFolder

Configure IQmfp (COXPd)

B

L4

Manage Service
Service Status: Running

Stop Restart Refresh
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Click “Add” to create a new IQfolder folder.

Configure IQfolder ' 'n
IQFolder will monitar the locations listed below and assign the scanned images Found there ta the user or role assaciated with it

LIOTE: The folder locations must be relative to the server where the IGFolder service is installed, The IQfolder service cannok access network shares by defadlt, In order touse
aetwork Folder change the Log On user For the IQFalder service From Local Swstem to an account with access to the network Folders,

Edit Delete

Falder 4 |Resource Fesource Twpe Biakch Document Type

Click the ellipsis button (...) to browse to and/or create the folder to be polled.

Configure IQFalder

Add New Configuration

Main Advanced

Folder | [---

&s5ign Raole () User -

Save Cancel

Select the User or Role to assign the folder to.
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If the folder is assigned to a Role, the scanned files will appear in the “Indexing Queue” for every
member of that Role. Only one user can access and index the file at one time. Once a member of the
Role has indexed the file, it will no longer appear in the other member’s “Indexing Queue”.

Configure IQFolder

Add New Configuration

Main Advanced

Folder A\ ICFolder ooo

fssign adrinistrator W

Adminiskrator
bjones

dermn
dogden
Ljones

Jser

Save Zancel

Click the “Save” button to save the changes.

Configure IQfolder ' o
10folder will monitor the locations listed below and assign the scanned images found there to the user or role associated with it.

MOTE: The Folder lacations must be relative ko the server where the IQFolder service is installed, The IQFalder service cannot access network shares by defaule, Inorder touse
a network Folder change the Log ©nouser For the IQfolder service Fram Local System to an account with access to the netwark falders,

add Delete
Falder 4 |Resource Resource Type Batch Document Type
;I folder dogden LUser =

Click “Edit” to modify an existing folder configuration or “Delete” to remove an existing folder. The ‘X’
at the end of an IQfolder configuration line can also be used to remove an existing folder configuration.
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The “Advanced” tab can be used to set default values for attributes and document type on a folder by
folder basis. This can be useful for grouping documents in the indexing queue based on the folder in
which they came from. This attribute value will also be carried over during the indexing process when a
new document type is selected. In the example below, an attribute called Priority IQ has been added to

this folder with a value of 1.
Configure IQFolder

Add New Configuration

Main

Akkribukes Priarity 10 L AN hu
Aktribute a Malue
Priarity IS 1 x

Documents will still need to be manually indexed and assigned a Document Type regardless
of the Batch Document Type.

Batch Document Type W a

Save Cancel

The Manage Service feature allows the ImageQuest Administrator to confirm the status of the IQfolder
Image Importing Service and to Stop, Start and Restart the service as needed. Client machines can also
manage the service remotely provided their Windows user account has permissions to start and stop
services on the ImageQuest server.

Manage Service

Service Status: Running

Skop Restark Refresh

Note: In addition to browsing for folders, a folder path can be typed or pasted.

Note: The folder locations are relative to the server where the 1Q folder service is installed.
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Note: A folder can be assigned to either a User or Role; it cannot be assigned to both.

Note: Refer to the scanner user’s guide for more information on configuring the device to scan and
save .TIF images to folders.

Note: Itis recommended to scan Black & White (B & W) images at 300 dpi, and color images at 150
dpi.

Note: If a network storage location will be used for IQfolder, the IQfolder Image Importing service will

need to have a user account with full control of the shared location. Please see the Advanced
Configuration Topic.

Configure IQmfp (OXPd)

Note:

In order to provide the best software and product support for our customers, Informa must periodically retire older
versions and certain features of our software. This enables us to dedicate all our resources in delivering the latest
features, enhancements and support to our current version - used by most Informa customers. While there is
currently no plan to eliminate the IQmfp connector from ImageQuest, this feature will no longer receive any
development or support for new devices. Currently, IQmfp requires HP OXPd version 1.4 and newer versions will
not be supported.

An alternative solution provided by MFP manufacturers is the ability to scan to network folder. A profile can be
created for each user of the device which will place a PDF or TIF image in the specified user’s network folder.
ImageQuest can be configured to poll each users folder using IQfolder resulting in the same experience as provided

by the IQmfp connector.

If you have questions or concerns, please call Informa support at 877-475-7778.

“Configure IQmfp (OXPd)” is the method for adding and managing ImageQuest on supported HP MFP
Devices. ALL HP MFPs MUST have OXPd 1.4 in order to work with ImageQuest.
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Confirm Device Model Number and Firmware Versions

Before installing OXPd, confirm the HP device supports OXPd and it is running at least the minimum

firmware version required. The list below displays the supported devices and minimum required

firmware versions.

MINIMUM MEMORY & FIRMWARE VERSIONS SUPPORTED:

The devices covered in this release include the following models:

e L) M3035mfp series:

e CLJ CM3530mfp series:

e L) 4345mfp series:

o L) M4345mfp series:
o L) M4349mfp series:
e CLJ 4730mfp series:

e CLJ CMA4730mfp series:

e LJ M5035mfp series:

e CLJ CM6030mfp series:
e CLJ CM6040mfp series:
o CLJ CM6049mfp series:

e L) 9040mfp series:

e L) 9050mfp series:

e L) M9040mfp series:
e L) M9050mfp series:
e LJ M9059mfp series:
e DS 9200C:

e DS 9250C:

e CLJ 9500mfp series:
e SJ7000n:

e M4500 series:

256MB, 48.101.4
512MB, 53.031.4
256MB, 09.151.3
256MB, 48.101.4
256MB, 48.101.4
256MB, 46.231.3
384MB, 50.081.3
256MB, 48.101.4
512MB, 52.051.3
512MB, 52.051.3
512MB, 52.051.3
256MB, 08.141.3
256MB, 08.141.3
384MB, 51.051.4
384MB, 51.051.4
384MB, 51.051.4
256MB, 09.151.3
256MB, 48.091.3
512MB, 08.141.3

Natively Supported
Natively Supported

HP device firmware version can be retrieved from the device configuration page.
HP device firmware can be downloaded from http://www.hp.com.

NOTE: Any newer HP MFP device that has OXPd 1.4 already installed will be supported on a best

effort basis.
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'L:;. Cabinet: | ImageQuest

ImageCiuest

33.» Manage Users and Roles
|_—=—%|>:. Manage Document Tvpes
Manage Document Groups

Saved Queries

WmE @

Docurnent Destruckion Rules
w Destroy Deleted Documents

QR Settings

Bl &>

Attribute Lookup Configuration

Motification Fules

o)

Warkflow Settings
workflow Definitions
Manage File Storage

Configure IQFalder

v &1 &30 &

Configure IQmfp {OxPd)

-
il

Seleck Device:

Display Mame:
Hostname)address:

Model Mame:
Serial Mumber:

I Server:
Page Crientation
®) Portrait

Landscape

Device Users
| &l Users

Lsers in Role:

Iradminiskrakar

Color

@) E &

Calar
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Please make sure your device is licensed prior to adding it to ImageQuest.

Configure IQmfp (0XPd)

Page Size

®) | ether
Leqal
a4
Exec

Ledger

Tew

Murmber of Sides
® Single
Dbl

Remaove

o IENl
N
=]

W

Save

[ use 550
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Click “New” to add a new device. The IQ Server field will be populated with the ImageQuest server
information.

Enter the Display Name and Host Name/IP Address for the new device. In the example below, “M5035”
is used for Display Name and IP address “192.168.100.26” is used for Hostname/Address. Press the Tab
key to connect to the Mfp device.

(G Cabinet: | ImageCuest v - O “
Imagetiest ~ Configure IQmfp (OXPd) %
S Manage Users and Roles Select Device: |MS035 .2
E;} Manage Document Types Few Remove Save
@ Manage Document Sroups Display Mame: |M3035
Saved Queries Hostrame/address: |192,168,100.26 [ use 551
[l Document Destruction Rulss Model Mame: HP LaserJet M4555 MFP

 Destroy Deleted Documents Setial Murnber: CM2CC1J00B
‘L‘ﬁ OCR Settings I Server: |http/fexample-server.informa. local: 32751)

q, Attribute Lokup Configuration Page Orientation Color Page Size Mumber of Sides
@ Motification Rules ® Fortrait @ F W ® Latter ®) Single
R Wworkflow Settings Landscape Calor Legal Double
r_l% workflow Definitions A4
Ej Manage File Storage Euwec
ra Configure IQFolder Ledger
;;'.\g, Configure IQmfp (OxPd)

Device Users
| All Users
Users in Role:
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If the connection is successful, the MFP device Model Name and Serial Number will be populated as

shown below.

The administrator can then select the default settings for Page Orientation, Color, Page Size and Number

of Sides.

Configure IOmfp (0XPd) )
Select Device: |MS035 LY
Mew Remove Save
Display Mame: [MS035
Hostname/Address: 192,168, 100,26 [ use 550
Model Mame: HP LaserJet M4555 MFP
Serial Mumnber: CM2CC1I00B
(oYM N EE D [ eample-server.informa. local
Page Orientation Zolaor Page Size Mumber of Sides
®) Portrait ®FaW ®) |ether ® Single
Landscape Color Legal Double
A
Exec
Ledger

Device Users
w| Al Users

Users in Fole:
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The “Device Users” section allows the administrator to determine which ImageQuest users or role users
will be added to the user list on the device. Check “All Users” if all ImageQuest users should be added.

Uncheck “All Users” to activate and select from the “Users in Role” drop-down.

(52 Cahbinet: | ImageCuest v IGadminiskrator - 0O “
= 5 N
onfigure I0mfp (OXPd =i
Imageuest ~ gure IQmfp ( ] L=
33‘. Manage Lisers and Roles Select Device: |MS035 W
E——}. Manage Docurment Types Mew Remove Save
@ Manage Document Groups Display Mama: |MS035
Saved Queries Hostriame/Address: |192,168,100,26 [] Use 51
[£ Document Destrction Rulss Model Mame: HP LaserJet M4555 MFP
« Destroy Deleted Documents Serial Mumber: CNZCC1I00B
' 10 Server: |htkp: ffexample-server informa.local: 32751/
Py OCR Settings
Q. Attribute Lookup Configuration Page Orientation Colar Page Size Mumber of Sides
T3 motification Rules ® Portrait ®ERW | | (@ Letter ® single
Eﬂ Whorkflow Settings Landscape Color Legal Double
r_.% warkFlow Definitions A
m IManage File Storage Exec
'hg Configure IQFolder Ledger
.%.\g, Configure IQmfp {(OxPd)
Device Users
&l Users
Users in Raole: v
GLProcessar
Indexer
Management
Sales

Click “Save” to add IQmfp to the Mfp device front panel. You will be prompted to provide the device
administrator credentials before the process can complete.
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| Enter Admin Credentials

Please enker the administrakor credentials For the device,

zername |A&dministrator

Password |

The following message confirms the device was added successfully.

P -

Save Successful @

| The configuraticn has been saved.

NOTE: See the ImageQuest User’s Guide for information on using OXPd.
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Advanced Configuration

This section covers administrative topics that fall outside of IQadministrator. The following topics are
discussed below in further detail:

e Microsoft Windows Services

e Database Configuration Utility
e Report View

e High Availability

e LogFiles

Microsoft Windows Services

The ImageQuest installation creates the following three Windows services that run in the background on
the 1Q Server:

e  “IQApplication Service Host”
e “IQ OCR and Full Text Service”
o “IQfolder Image Importing Service”

The “IQApplication Service Host” is required for the client applications to connect to the 1Q Server. If
this service is not running, all IQ client applications will fail to launch. The other two services depend on
this service as well and will stop if it’s not running. There is nothing to configure with this service.

Note: If your File Storage (images) for ImageQuest are located on a network share or a location NOT
local to the 1Q Server, you will need to change the “IQ Application Service”. The account must have
read/write access to that share.

The “IQ OCR and Full Text Service” is responsible for performing “IQ Smart Indexing” OCR on .TIF files in
the Indexing Queue to allow quick “click and drag” indexing in the document Indexer. Itis also
responsible for extracting text from indexed documents and storing it in the database for keyword
searching. In the case of indexed .TIF files, the file is converted to a searchable PDF after the OCR
process is complete. Other common file types submitted using the other IQ client applications may be
text extracted as well to allow for keyword searching, but the file type is not converted and remains in
its native format. This service is dependent on the “IQApplication Service Host”; there is nothing to
configure for this service.

The “IQfolder Image Importing Service” polls all of the folders setup in IQadministrator at 60 second
intervals and moves .tif and .pdf files into the Indexing Queue in IQdesktop as an MFP Scan document
type by default. This service is dependent on the “IQApplication Service Host”. By default, IQfolder is
configured to look at folders on the 1Q Server only. If folders are created on a network share, the
IQfolder service will need to be configured with domain credentials.

141



ImageQuest Administrator’s Guide 15.8

To configure the service to use domain credentials, open the Microsoft Windows Services application;
go to Start > Control Panel > Administrative Tools > Services. Locate and double-click the 1Qfolder

Image Importing Service as shown below.

[=]&]

@CJ"ﬁ » Cont.. » AlIC.. »

Adjust your computer’s settings

P Action Center

[mgd AutoPlay

Credential Manager

@ Default Programs

G_@ Devices and Printers

@ Ease of Access Center
i Fonts

&, iSCSI Initiator

&2 Keyboard

5 Metwork and Sharing Center
g Personalization

% Power Options

9 Region and Language

- | 3 | | Search Control Panel

View by:  Small icons =

Administrative Tools

0 Color Management
_'; Date and Time

24 Device Manager

B Display

Folder Options
Internet Options

|5 Java

F Mouse

O Notification Area lcons
=] Phone and Modem
Programs and Features
5 Remotefpp and Desktop Connections

'..(r Services
File Action View Help
£ iuv| v Control Panel » All Control s | D ._=?| E -| > omon o
Organize = [=%] Open Burn £, Services (Local) Name ‘ Description  Status Startup Ty)
- o .',;{;Internet Connection Sharing (IC5) Provides ne... Dizabled
0 Favorites B @ Perf ] Helper Provides tu...  Started Automatig
BE Desktop R sec Policy Agent Internet Pro...  Started Manual
& Downloads Eh S=cuntyiCon LiquidOffice Connector Puts forms f... Started Autom
] Recent Places Ser\.-'er Mana Ocr and Full Text Service ImageQuest.. Started Automat
|Ek Services L5 1QApplication Service Host Provides cli...  Started
=3 Libraries [#£] Share and St E* 10 folder Image Importing Service ImageQuest... Started Automat.
@ Documents {# Storage Expld i IQf(IerS Service . . IQfor.ms Ser.. Started Automa
Ezt‘—‘ System Conf RightFaxConnector Archive Service Archive faxe... Automat]
J’ Music @ Task Schedul trmRm for Distributed Transaction Coordinator Coordinates... Manua:
[ Pictures asie ehedu nk-Layer Topology Discovery Mapper Creates a N... Manua
B videos S @ Windows Firg essage Queuing Providesa..  Started Automa
) '_ Services Date modified: 7/14/2009 icrosoft MET Framework MGEN v2.0.50727_X54 Microsoft ..., Disable
"G Shortcut Sizer 125 KB L Microsoft JMET Framework NGEM v2.0.50727_X86 Microsoft ... i

Click the “Log On” tab, select “This account” and enter a username and a password. The user specified
here must have access to read and modify ALL folders created in IQfolder. Click “OK”.
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IQfolder Image Importing Service Properties (Local Computer) @

| General | Log On | Recovery I Dependencies |

Log on as:

) Local System account
Allow service to interact with desktop

Password: BERRRRRBERBBERN

Confim password: BRERERRRRRRRRRS

Help me configure user account log on options.

QK ] ’ Cancel Bpply

Restart the IQfolder service in order for the changes to take effect.

Note: If the IQfolder Image Importing Service is unable to delete a .TIF file from the directory, the
service will be stopped and an entry will be logged to the IQfolder service log file (see section for

Logfiles).
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Database Configuration Utility

The Database Configuration Utility is included on the ImageQuest server and allows the administrator to
update the SQL server credentials. This can be used if the ImageQuest database is moved to another
SQL server or if the SQL login credentials have changed. The utility can be found in the Service directory
of the ImageQuest installation usually at C:\Program Files (x86)\Informa Software\ImageQuest\Service
and it’s called Informa.ImageQuest.DatabaseConfiguration.

-

@ ImageQuest - Database Configuration @

ImageQuest connects to the database using the infomation shown
below. Change the values shown below to update the way that
ImageQuest connects to the database.

Server: Hostname\SQLInstance
Database: ImageQuest

Usemame: sa

Password: e |

Confim: i

[ oK J [ Cancel

Note: The IQApplication Service Host must be restarted after making a change to the database
credentials.

Report View

Report View is a program that administrators can run from the ImageQuest server that creates a SQL
view called vwMetadata within the ImageQuest database that can be used for reporting purposes. The
program exposes the ImageQuest data in an easy to use format and must be run whenever attributes
are added or removed from the system. It creates views for all of the cabinets in the warehouse and can
be found in the ImageQuest client installation folder using Windows Explorer:

C:\Program Files (x86)\Informa Softawre\ImageQuest\ClientTools\Administrator\Informa.ImageQuest.ReportView.exe

Note: Report View can only be run from the ImageQuest server console and a valid reporting license
must be installed.
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IQ RightFax Archive Connector

Fax servers are designed for receipt and delivery of fax communications in a networked environment.
Often, problems occur when companies permit fax servers to store those faxes long-term. In order to
eliminate storage and performance problems on the fax server itself, companies require a way to
offload fax storage to a repository for long-term storage and easy retrieval.

The 1Q RightFax Archive Connector is an archival solution for companies who use OpenText RightFax and
wish to keep their fax server running efficiently. In addition, the IQ RightFax Archive Connector provides
enterprise-wide access to archived fax content without the need for client software installation.

IQ RightFax Archive Connector uses the Rightfax WebAPI to connect an OpenText RightFax Server to
ImageQuest for fax archiving. The Rightfax Connector is not configured by default in IQ. To install the
RightFax Connector, run the RightfaxConnector.msi file from the Addons folder of the installation media
During the installation, you will be prompted to select the cabinet in which you would like to have
archiving performed. When the install is complete, a new link called "Configure RightFax Connector" is
added in IQadministrator.

Note: The IQ RightFax Archive Connector must be licensed in order for the link to appear in
IQadministrator.
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The Document Types for the RightFax connector are set by default to Inbound Fax and Outbound Fax.

Both document types are created during the RightFax Connector installation and will be listed under

Manage Document Types. The mappings for either fax type can be changed to use another Document

Type if necessary; however, we recommend leaving them set to the default document types.

Manage Document Types

Document Types Attributes
Add... Edit By
Inbound Fax ® By ep
MFP Scan
Outbound Fax Assign attribute to Inbound Fax
Mame Data Type |Reguired | Default | Minimum | Maximum | Indude in Filename | Input Mask
FaxRecordDateTime Date &Time Mo Mo Date with Time
FromFaxMumber Text Mo Mo
FromGeneralFaxMumber  Text Mo Mo
FromGeneralVoiceMumber | Text Mo Mo
FromMame Text Mo Mo
FromVoiceNumber Text Mo Mo
OwnerID Text Mo Mo
RemotelD Text Mo Mo
StatusDescription Text Mo Mo
ToCompany Text Mo Mo
ToEmailAddress Text Mo Mo
ToFaxMumber Text Mo Mo
ToMName Text Mo Mo
¢ | UniquelD Text Mo Mo
Manage Document Types
Document Types Attributes
Add... Edit B
Inbound Fax ® B
MFP Scan
EDilithound B Assign attribute to Outbound Fax

MName

BilingCode 1
BilingCode2
FaxRecordDateTime
FromFaxNumber
FromGeneralFaxhumber
FromGeneralVoiceNumber
FromMame
FromVoiceNumber
OwnerID

RemotelD
StatusDescription
ToCompany
ToEmailAddress

ToMName

UnigueID

| ToFaxNumber

Data Type
Text
Text
Date & Time
Text
Text
Text
Text
Text
Text
Text
Text
Text
Text
Text
Text
Text

Required | Default | Minimum | Maximum | Indude in Filename | Input Mask

No

No

Date with Time
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This section allows the IQadministrator user to set the RightFax server configuration, Document Type
assignments for Inbound and Outbound Fax, and archive options.

{52 cabinet: | RightFaxarchive

RightFaxArchive

&
B

a

&8 & o E 30 &

Manage Users and Raoles
Manage Document Types
Manage Document Groups
Saved Queries

Document Destruction Rules
Destroy Deleted Documents
OCR Settings

Attribute Lookup Configuration
Notification Rules

Workflow Settings
Workflow Definitions
Manage File Storage
Configure IQfolder
Configure IQmfp (CXPd)

Configure RightFax Connector

System Configuration Settings

IQadministrator

Configure RightFax Connector

RightFax Configuration

Web API Root Url:
Admin User Name:

Admin Password:

http://RFSVR)rightfax api

ADMIMNISTRATOR

Test

Document Group Security
If enabled, 1Q will automatically create a user and Document Group for every RightFax OwnerID being archived.
The RightFax OwnerID and the Fax Admin Role will be granted access to this group automatically. Please see

the decumentation for mere information.

[ Enable Document Group Security

Fax Admin Role:

Archive User List  Service

Document Types

Inbound Fax:  Inbound Fax

Outbound Fax:  Outbound Fax
B Archive Inbound Fax

B Archive Outbound Fax
] Delete After Archive

@ Perform OCR
7] Index Inbound Fax

Archive Days: 0

Archive Interval Minutes: | 5

See the table on the next page for a list of archive options and descriptions.

<3 €2

Save Cancel
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Option

Description

Web APl Root URL

Specify the URL to the Rightfax API. This is typically
http://<yourRFserver>/rightfax/api

Admin User Name

Specify a RightFax user that has the admin permission.
This user should not be a linked NT account.

Admin Password

Specify the Rightfax admin pasword

Archive Inbound Fax

If checked, the service will archive inbound faxes

Archive Outbound Fax

If checked, the service will archive outbound faxes

Delete After Archive

If checked, all faxes archived by the service will be
permanently deleted from the RightFax server

Perform OCR

If checked, archived faxes will go thru text extraction
and conversion to searchable PDF

Index Inbound Fax

If checked, inbound faxes that are archived will be
added to each user's Indexing Queue

Archive Days

Number of days from the time a fax is entered in
RightFax to the time it will be archived by the
connector (Default: 6)

Archive Interval Minutes

How often the service checks for new faxes to archive
(Default: 60)

Enable Document Group Security

If enabled, 1Q will automatically create a user and
Document Group for every RightFax OwnerID being
archived. The RightFax OwnerID and the Fax Admin
Role will be granted access to this group
automatically.

Fax Admin Role

The role that will be granted access to the Document
Group for every RightFax OwnerlD being archived.
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Archive User List

This is the list of RightFax users who will have their faxes archived. If no Archive Users are added, the
service will archive all users.

L_:... Cabinet: Cablnet",B . o i v IQadministrator - Mm%

E Cabinet2 ~ Configure RightFax Connector
o

Manage Users and Reles | system Configuration Settings | Archive User List 'm

Manage Document Types

Add the RightFax users that are to be archived. Ifno

B2 | |
[# Manage Document Groups Aad users are entered, all users will be archived.
Saved Queries Username -
i x
EE Document Destruction Rules [t |
jdixon x
w Destroy Deleted Documents wakup o
Ay OCR Settings
Q, Attribute Lookup Configuration

Notification Rules

!

Workflow Settings
Workflow Definitions
Manage File Storage

Configure IQfolder

£0 gt = 30 sl

Configure RightFax Connector

Save Cancel

Note: When the connector archives a fax, if the RightFax OwnerID does not exist as a user in
ImageQuest, it will be created automatically with a blank password. Single Sign-On (SSO) accounts
will be created for RightFax users which are configured for NT Authentication.
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Service

This section allows the 1Q administrator user to manage the archive service. The service shows as
"IQRightFaxConnector Archive Service" in Windows services.

E_i Cabinet: | Cabinet2 W IQadministrator - 0 X

E Cabinet2 ~ Configure RightFax Connector
&b

Manage Users and Roles
. System Configuration Settings | Archive User List |

Manage Document Types
Manage the IQRightFaxConnector Archive Service below.

Whenever changes are made to the system configuraiton or archive
user list you should restart the service.

Manage Document Groups

Saved Queries

DEHle W

Document Destruction Rules Manage Service
Destroy Deleted Documents Service Status: Running

OCR Settings
Stop Restart Refresh

Bl & x

Attribute Lookup Configuration

Motification Rules

a

Workflow Settings
Workflow Definitions
Manage File Storage

Configure IQfolder

40 &l & 30 &

Configure RightFax Connector

Save Cancel

Note: If any changes are made to the archive user list or system configuration, you must restart the
service. Once finished, click the "Save" button at the bottom of the screen.
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Log Files

By default, the 1Q service logs (IQ Application, IQFolder, IQocr, ServiceHost, etc) and Add-on logs are
located here on the 1Q Server: C:\WINDOWS\Temp\Informa Software\Logfiles.

s
P DT T
Organize v Include in library » Share with v Burn New folder
< Favorites Name . Date modified Type
Bl Desktop .. IQfolder 11/3/2011 10:57 AM  File folder
& Downloads 1 Ocr 11/3/2011 10:57 AM  File folder
=] Recent Places I RightFax Connector Service 11/7/201111:14 AM  File folder
1. ServiceHost 11/3/2011 10:57 AM  File folder
4 Libraries
3] Documents
JW Music
[&=] Pictures

The IQ client logs are stored in the following location on the client machines: %temp%\informa
Software\LogFiles.

) C:\Users\ADMlNl»-l\AData\Local\Tem\Informa Software\LoFiles

Organize v Include in library » Share with v Burn New folder
¢ Favorites .. Administrator

[ Desktop ., Client

% Downloads 1. IQForms
| Recent Places 1. IQnotify
|, OfficeConnector

2 Libraries I Setup

‘__‘:] Documents

gh Music

(=] Pictures

Note: The AppData folder is a protected operating system folder and is hidden by default.
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